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Abstract: Vigenere Cipher is an encrypting method of alphabetic text using different Shift ciphers or additive
based on letter of keywords [1]. It works on the set of 26 alphabets; however its scope is not just limited to
English alphabets. Being an old method it’s been vulnerable to many attacks. The proposed algorithm is to add
a new dimension to this traditional method thus increasing its complexity and hence further reducing its
vulnerability to different Vigenere Attacks. The keyword also called Encryption key used in Vigenere is used to
select different table for encryption accordingly by the communicating parties using a modulus function. The
more randomly the Table is varied based on the random selection of tables from a set of table virtually
appearing like a cube more unpredictable the Encrypted text becomes hence increasing the complexity of the
algorithm further. Different tables also reduces the variances of the characters hence making it more complex to
analyze using the already existing Vigenere Analysis Algorithms.
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I.  Introduction

Cryptology is a study of designing technique to encrypt messages using different algorithms and also
regaining the original text using same or different algorithms. The normal messages also referred to as plain text
is encoded based on some mathematical formula or algorithm to yield a coded message also called Cipher text.
The algorithm used for performing the encryption is called Encryption Key. Again at the receiver end the Cipher
Text is again processed or decrypted using the same or different algorithm to get the original text. Cryptanalysis
is the study of designing system that will defeat such techniques to regain the message or forge the message.
Together they came to be called as Cryptology. [1]With the dawn of computer and increasing dependency on it
for communication also raised concerned about Information Security. Various security majors were introduced
to ensure security of valuable information from being hacked or forged. Algorithms and methods were
introduced to provide security at computer level, network level and internet level. Among various algorithm and
techniques designed to provide Network Level and Internet Level Security Vigenere Cipher was one of them.
However cryptanalyst designed techniques to defeat it.

In this paper, we propose an algorithm that will further improve the Vigenere Cipher Algorithm,

making it less vulnerable to the attacks designed for it. The proposed algorithm focuses on the Encryption Key
and the Vigenere Table. Unlike existing algorithm it is based on the elements of Encryption Key and introduces
different 26 x 26 alphabet Table. This procedure is repeated number of times depending on the parameters
selected by the communicating party. As a result the proposed algorithm makes the Encryption Key more
complex and the Vigenere Table Formatting becomes dynamic resulting in an unpredictable encryption. The
existing cryptanalysis algorithm designed for Vigenere Cipher algorithm are based on prediction of the letter
based on the letter frequency calculated through different surveys. [1][2][3][4][5]
Rest of the paper is organized as follow. Section 2 describes the Vigenere Algorithm, the mathematical
expression and the different attacks to break the cipher. Section 3 describes the proposed algorithm, its
mathematical expression, block diagram. Section 4 describes the performance of the proposed algorithm and
analysis of result. Conclusion is presented in Section 5.

Il.  Vigenere Cipher
Vigenere Cipher is a combination of several Shift Ciphers in a sequence with several shift values. [1][5] In shift
ciphers each level is shifted by some value. If we shift letter D by 3 it becomes G. In Vigenere Cipher a sequence of
such shift is organized in a table as shown in table 2.a. The table is called Tabula Recta or Vigenere Square or
Vigenere Table. It’s a 26 * 26 table where shift every row is equal to the number of the row.
Suppose a plaintext to be encrypted is:

MEET ME AT GROUND ZERO

And the keyword is “RELATION”; the keyword is repeated to match the length of the plaintext. To derive the
Cipher text using the Vigenere table, for every letter in the plaintext, the intersection of row given by the keyword letter
and the column given by the plaintext letter is chosen as Cipher text letter.

Keyword:  RELAT IONSR ELATI  ONR
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Plaintext: MEETM EATGR OUNDZ ERO
Cipher text: DIPTF MOGXV ZUGLN RIS

Relative frequency as the first letter of an English word
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Figure 1

Decipherment of an encrypted message:

Keyword: RELAT IONSR ELATI  ONR
Ciphertext: DIPTF MOGXV ZUGLN RIS
Plaintext: MEETM EATGR OUNDZ ERO

Algebraic Description
In Vigenere Cipher the alphabets A to Z are considered as numbers 0 to 25, and addition operation is performed using
modulo 26, then Vigenere encryption E using the key K can be written,

Ci = Ek (M|) = (M| + K|) mOd 26 (Zla)
And decryption D using the key K,
Mi. = Dk (C,) = (C, — K|) mOd 26 (Zlb)

Where M = MyM;.....M,1M, is the message,
C=GCyCs...... C,.1C, is the Cipher text
And K =K, Kj..... Ky Ky, is the used key.

Cryptanalysis
There are many techniques developed to break a Vigenere Algorithm Encipherment. Different techniques are enlisted
below:

Frequency Analysis:

Vigenere ciphers are very vulnerable to frequency analysis. Though it’s a polyalphabetic cipher where by
using matrix a one to many relations is created still after tracing frequency of a particular letter in a Cipher Text can
help to detect which English alphabet it substitute. Frequency of English letters in a word had been calculated through
various surveys. Here two bar charts chart 2.2.1a and chart 2.2.1b shows the relative frequency of each English alphabet
in a text and the relative frequency of each English alphabet as the first character of a word respectively. [2][3][4][6][7]
Comparing the Cipher text obtained from Vigenere Cipher Algorithm with the Frequency Chart enlisted here the
original letters can be predicted.

Relative frequency in the English language
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Figure 2

Kasiski Examination:
In Kasiski's method the distance between repeated bigrams are measured to find the length of the keyword. [8]
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Friedman Test:
This test applies index of coincidence. It implies the unevenness of Cipher text Frequency to analyze the Cipher. The
key length is calculated by using the mathematical expression:

K, K,
KO_Kr

C
Z n; (ni _1)
Ko - i=1

N(N -1)

Where,
c is 26(for English alphabet)
N is equal to the length of the text
And N; to N, are the Cipher text letter frequencies (integer)

I11.  Proposed Algorithm
3.1 Methodology:

The proposed methods employs a RDR (Rahul - Dipta - Rupayan) cube, Directory Table, Look-Up
Table, Encryption Key and Plain Text. RDR cube have six different Vigenere Table like Tables of dimension 26
X 26 each having different orientation of alphabets. The users have the liberty to choose their own orientation of
elements for tables present in each face of the RDR Cube but it has to be same per Encryption. Each face of the
RDR cube is numbered from 0 to 5. Directory Table is a Table of size 26 containing English alphabets at
different position. No repetition of alphabets are allowed. Users have the freedom to choose the position at
which they want to store an alphabet but for a given Encryption — Decryption it has to be same. Look-Up Table
containing English alphabets. No repetition of alphabets are allowed.

Each character of Encryption Key is searched in the directory and the position of the alphabet in the
Directory Table is taken as its integer representation. Further modulo 6 operation is performed over the integer
representation of selected Key character and the result of the operation is used to select the face of the RDR
cube for it. The table in the selected face of the RDR Cube is used to encrypt the corresponding Plaint Text
character in accordance with the selected character of the Key. This process is repeated for the encryption of
each character present in the Plain Text.

For Decryption similar mechanism is followed. For each character of Encryption Key a face of RDR
cube is selected based on modulo 6 operation over the integer representation of selected character of the Key.
He table present in the selected face of the RDR Cube is used to decrypt the Cipher Text character
corresponding to the selected Encryption Key character.

3.2 Implementation:
Data Structure:
A. RDR Cube: 6 x 2D Matrices, each representing each side of the Virtual Cube represented by a 3D
Array of dimensions [6 x 26 x 26]. Only two of the six matrices are included in the paper.
B. Look Up Table: 2 x 1D used for mapping Plaintext and Key represented a matrix each.
C. Directory: 1D Table of size 26 containing alphabets at different cell index matching the integer
representation of each English alphabet selected by the user for the following encryption process.
Matrices:
Matrix 1
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ABCDEFGHIJEKELM OPQRSTUVWIXYZ
PQRSTUVWXYZA
QRSTUVWXYZAB
RSTUVWXYZABC

BCDEFGHIJELMN
CDEFGHIJELMNDO
DEFGHIJELMNOP
EFGHIJELMNOPQ
FGHIJELMNOPQR
GHIJEKELMNOPQRS
HIJELMNOPQRST

STUVWXYZABCD
TUVWXYZABCDE
UVWXYZABCDETF
VWXYZABCDETFG
IJELMNOPQRSTUVWXYZABCDETFGH
JELMNOPQRSTUVWIXYZABCDETFGHI

dHuWowo Y

ELMNOPQRSTUVWIXYZABCDEFGHIZYJ
LMNOPQRSTUVWIXYZABCDEFGHITJTK
MNOPQRSTUVWIXYZABCDEFGHIIJKL
NOPQRSTUVWIXYZABCDEFGHIJELM
OPQRSTUVWIXYZABCDETFGHIJELMN
PQRSTUVWXYZABCDEFGHIJELMNDO
QRSTUVWXYZABCDEFGHIJELMNOP
RSTUVWXYZABCDEFGHIJELMNOPQ
STUVWXYZABCDEFGHIJELMNOPQR
TUVWXYZABCDEFGHIJELMNOPQRS
UVWXYZABCDEFGHIJEKELMNOPQRST
VW XYZABCDEFGHIJELMNOPQRSTDU
WXYZABCDEFGHIJELMNOPQRSTUV
XYZABCDEFGHIJELMNOPQRSTUVW
YZABCDEFGHIJEKELMNOPQRSTUVWIX
ZABCDEFGHIJELMNOPQRSTUVWIXY

Matrix 2

YZABCDEFGHIJELMNOPQRSTU VW X
Matrix 2: ZABCDEFGHIJELMNOPQRSTUWV W XY
ABCDEFGHIJELMNOPQRSTUV WXTYZ
BECDEFGHIJTELMNOPQRSTUVWXYZA
CDEFGHIJELMNOPQRSETUV WXTYZATS
DEFGHIJELMNOPQRSESTUV WXTYZABC
EFCHIJELMNOPQRSESTUV WHXYZABGCD
FOHITELMNOPQRSESTUVWHXYZABCDE
GHIJTELMNOPQRESTUVWHXYZABCDETF
HIJELMNOPQRSTUVWXYZABCDETFG
ITELMNOPQRESTUV WX YZABCDETFGH
TELMNOPQRSTUV WX YZABCDEFGHI
ELMNOPQRSESTUVWXYZABCDETFGHIT
LMNOPQRETUVWXYZABCDEFGHITE
MNOPQRSESTUVWXYZABCDEFGHIJTE
NOPQRETUV WHXYZABCDEFGEHITEL
OPQRETUVWHXYZABCDEFGHIITELM
PQRETUVWXYZABCDEFGHITELMN
QRETUVWXYZABCDEFGHIJTELMNO
EETUV WHYZABCDEFGHIJELMNOEP
STUVWXYZABCDEFGHIJELMNOPGQ
TUVWXYZABCDEFGHITELMNOPQR
UVWXYZAEBECDEFGHIJELMNOPQRS
VW XYZABCDEFGHIJELMNOPQRST

OHwRoOw o8 B

W HEYEZABCDEFGHIJTELMNOPQRETTU

B

XY EZABCDEFGHIJTELMNOPQRSET UV W

3.2.1 Block Diagram:
Block diagrams of our proposed algorithm for encryption and decryption are given below
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Cipher Text
Plain Text
Directory Comparison |+ Key
Index Selecti ‘iecl face
Index Selection Select Face
(S o

Fig 3.2.1 (A). Encryption Block

3.3 Mathematical Representation:
D= Directory Table
D=[AB,CDEF,G,H..Z]
¥ = position of Ki in D

;= (l//)mOdG

Fror = RDR Cube Consists of Six faces

Fig 3.2.1 (B). Decryption Block

fi = It represents one face of a RDR cube at a time

J=\tisan integer number locates the current face of RDR cube

J =set of face pointers
o= Key Length

P = plain Text

P = Cipher Text

E(p)= Encryption Function
D(cp)= Decryption Function

O-facecni (FRDR )

S

if O k,eD)

i=0

:Selecting the faces from Fror

Now

{W ~ Position of Ki in D}

F=]1f

Now (i23) " \where
So the formula to encrypt the plain text is:

Cp = E(p)z {p, ki, O-facecni (FRDR )}
So the formula to decrypt the Cipher text is:

p= D(Cp) = {Cp, Kis O facen, (FRDR )}

V.
A. Encryption using the proposed algorithm

f is the co product of F

Result and Analysis:

Plain text “I WANDERED LONELY AS A CLOUD THAT FLOATS ON HIGH OVER VALES AND
HILLS WHEN ALL AT ONCE | SAW A CROWD A HOST OF GOLDEN DAFFODILS” and a User defined
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Key “RELATION” to prove our algorithm. The alphabet positions are taken according to their occurrence in English
alphabet list.

Plain Text: IWAND EREDL ONELY ASACL OUDTH ATFLO ATSON HIGHO VERVA LESAN DHILL
SWHEN ALLAT ONCEI SAWAC ROWDA HOSTO FGOLD ENDAF FODIL S

Key: RELATION
R E L A T | 0] N

Numerical representation:

18 5 12 1 20 9 15 14
Modulo of 6:
0 5 0 1 2 3 3 2

Different face of the RDR cube calculated by modulo 6 of integer values for each character of key is selected for each
character of the Encryption Key. Use the selected face to implement the Encryption using the table represented in that
face of the cube. Performing the mentioned procedure for each character of the Plain Text we get:

Cipher Text: ZYLRF ATAUN ZRGHA WJCNP QQFPY CEJNK CPJQY LKCIK MGCZC HGORP OLKHN
ONJINR CHNWK QYGGE UWNCN TQSFW YQDXQ BIKCF NRFWH BEFTP U

B. Encryption using Vigenere Cipher [1]
Plain Text: IWAND EREDL ONELY ASACL OUDTH ATFLO ATSON HIGHO VERVA LESAN DHILL
SWHEN ALLAT ONCEI SAWAC ROWDA HOSTO FGOLD ENDAF FODIL S
Key: RELATION

Cipher Text: ZALNW MFRUP ZNXTM NJENL HCRGY EEFEW OGJSY HBOVB MICVT TSFRR OHBTZ
FNLPN TTZNK SYCXQ GNNEN RHERN YSDTH NUBCH PNWIT SFHTL L

Frequency Percentage
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Fig 3.3 (A). Frequency Graph of Encryption using Proposed Algorithm

Frequency Percentage
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Fig 3.3 (B). Frequency Graph of Encryption using Vigenere Cipher
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C. Decryption of Cipher Text generated by the proposed algorithm
Cipher text “ZYLRF ATAUN ZRGHA WJICNP QQFPY CEJNK CPJQY LKCJK MGCZC HGORP OLKHN
ONJNR CHNWK QYGGE UWNCN TQSFW YQDXQ BIKCF NRFWH BEFTP U” and a User Defined Key
“RELATION” to prove our algorithm.

Cipher Text: ZYLRF ATAUN ZRGHA WICNP QQFPY CEJNK CPJQY LKCJK MGCZC HGORP
OLKHN ONJNR CHNWK QYGGE UWNCN TQSFW YQDXQ BIKCF NRFWH BEFTP U

Key: RELATION
R E L A T I 0] N

Numerical representation:

18 5 12 1 20 9 15 14
Modulo of 6:
0 5 0 1 2 3 3 2

Now we need to select the different face of the cube calculated by modulo 6 of integer values for each character of
key. Use the selected face to implement the Encryption using the table represented in that face of the cube. Performing
the mention the procedure and by performing Vigenere Cipher we get respectively:

Plain Text Generated by Proposed Algorithm: IWAND EREDL ONELY ASACL OUDTH ATFLO
ATSON HIGHO VERVA LESAN DHILL SWHEN ALLAT ONCElI SAWAC ROWDA HOSTO FGOLD
ENDAF FODIL S

Plain Text Generated by Vigenere Cipher: IUARM SFNDJ ORNZM JSYCP XIRCH YTJUC OCSMN
LRUVX VCRZJ ZSBAL DLRZZ BWFCR JZZJT MNGNW GJWYC TXKRJ HMSXX TUXLB CRMOT ONBIP B

Table 1:
Cryptanalysis Vigenere Proposed
cipher algorithm

Index of 0.047 0.044
Coincidence

Max probability of 0.128 0.099
occurrence

Min probability of 0.009 0.009
occurrence

Average 0.068 0.054
probability of
occurrence

Keyword Length 1 1

Variance 0.005 0.002

Standard 0.068 0.054
Deviation

V.  Conclusion
There is a 60% decrease in variance in the proposed algorithm compared to classical Vigenere Cipher.
Inclusion of 6 different matrices for the calculation of cipher text have made the algorithm dynamic and also
increased its complexity. We have tried the normal attacks meant for Vigenere cipher to decipher our algorithm.
These algorithms failed to analyze the cipher text generated by our proposed algorithm. Also the contents of the
matrices can be varied randomly and so the mod function meant to choose the matrices. Thus the complexity
can further be enhanced.
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