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Abstract: Many hospitals, these days depend on the Information Technology (IT) to achieve perfection in the
health services and operation management. The said dependency is because of the ability of emerging
technologies to solve the problem of different nature. One of the problems where applicability of the IT can
produce revolutionary solution is the cradle kidnapping and swapping of newborns in hospitals. It can be
achieved with proper usage of the Radio frequency identification (RFID) technology. The present work is an
attempt to explore and then utilize RFID technology in healthcare to protect the newborns in the hospitals from
kidnapping and swapping. Apart from implementing a sample case the present work also characterize the RFID
system in terms of the different elements that it constitutes (readers, tags, software, and security programs).
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l. INTRODUCTION
The use of Radio frequency identification (RFID) technology for identity of object, tracking of object,
location identification and security of resource is well known. The said capabilities of RFID is can also be used
in the health care industry. The use of RFID along with IT can directly solve the various issues that are currently
faced by health care organizations while also helping to drive down costs [1].

1. RFID SYSTEM
An RFID system is always made up of two components [2] [7]:
1. The transponder: is attached with the object to be identified
2. The interrogator (or reader): used to read or write/read device
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Figure 1: Components of RFID system (adopted from [2])

Some of the features of RFID system may be:

e Warranty at work: RFID tags proved their ability to work with the environment that is subject to
repeated physical and climatic cycles. RFID has effective read capabilities in extreme situations, also.

e Flexibility in dealing: RFID tags can be combined with healthcare applications. It can be used to
several purposes where data are to be read without manual keying and without physical contact.

e  Sensitivity from manipulating: RFID tags can be designed as it can be sensitive from a manipulation.
As soon as someone wants to manipulate and update information an alarm can inform if placed with
alarming system.

1. UsE OF RFID IN CHILD PROTECTION IN HOSPITAL

The public hospitals of developing countries are generally very crowded and hence are more prone to
cradle swapping and cradle kidnapping. Even in developed countries like United States cradle swapping is one
of the major concern. Every year around 1, 00,000 to 5, 00,000 newborns in United States are exchanged
(swapped) by mistake, or one out of every eight babies born in American hospitals sent home with the wrong
parents [3]. According to a study [4], out of 34 newborns that are admitted to a neonatal intensive care unit there
are 50% chances of incorrect newborns identification only in a single day.

In real applications, the biometrics traits that are commonly used in different authentication systems are
the face, fingerprint, hand geometry, palm print, signature, iris, voice, etc. [5]. But most of these practical
biometric systems are developed for adults only and may not be a solution with newborns. RFID system is very
effective in protection of the newborn in such hospitals. A special designed RFID tags attached with baby and
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his mother along with tag reader and automated system can manage the above issues. The key advantages of
such systems for health-care delivery may include [6]:

e  Precise identification of objects without any physical contact or line of sight.

Sensors can also be integrated into RFID tags to record temperature or to spot positioning.

Data stored inside RFID tags can be encrypted, customized and made available as per need.

Tags are recyclable and can be made complex to imitation.

As a special device is required to read RFID tags and may not be human readable format increases.

V. RESEARCH METHODOLOGY
This research is an attempt to protect the newborns in the hospitals using the RFID technology. A
wristband active tag can be used for this purpose. The wristband may be tied to child and his mother and the
authorized hospital staff. RFID readers in newborn hall may be used to read the signals and keep tracking on the
activities of children, mothers and authorized staff members present in the hall. With proper automation it will
be impossible to swapping and kidnapping of newborns.

V. PROPOSED WORK
The proposed solution has used active RFID tags, RFID readers for (short and long distance), C# .Net
framework 2010 and SQL Server 2008.
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[ Active RFID

Figure 2: RFID System block diagram

As seen in block diagram there are two RFID readers one with long range 15 to 25 m (approx.) which
covers the length of the room where children’s are kept and the other is low range of 1.5 to 2 m (approx.)
installed near of the door to check the identity of the authorize of personnel .

The present setup has used active RFID tags that transmit their identity (ID) to the installed readers.
The system keep track of the ID’s broadcasted by the tags and store the necessary information in the database to
keep track on the activities of children, mother and staff members present in the hall .

Mother Id FE007037E158
Mother Name

Date of Birth 24/04/1980 0O~

Date of Coming to Hospital |24/04/2014 ©-

Figure 3: The mother Information Registration interface

To authenticate a mother for a child, both have been assigned a wristband with same ID. At the time of
issuance, the necessary information related to mother and child has to be stored in the database (refer figure 3 &
figure 4) along with the IDs.
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Child Regsin

Child Id. FE00704409C3
Child Name .ali ahmed
- w
Cl{d Gender mael
Child Date Of Birth 24/04/2014 O~

Mother Name: zainab mohamm

4 Mother Id. FE00704FD110
Child Weight 3.5

09:38:39 »

Cilusers\Adminstratork_.. |

Figure 4: The child Information Registration interface

The mother Information will store in the system and the ID of tag will be for her ID, the child
information will be stored in the system, the name and ID of his mother will be store in his record, the staff
information will be stored in the system with the ID of tag.

RFID Reader is placed inside the newborn hall. This reader is used to read information of all tags
inside that room. In case of loss of tag signal (that is verified automatically after one minute) the system will
announces on the absence of that tag, alarm sound will be activated and the door of the hall will be locked(refer

FEDO7D82ESES

ID:

ahmed gasim

User:
CHILD MOTHER Staff

mohammed abd Hana Khaled

[ahmed asim [you havedlost tags09:43:37
you havedlost tags09:44: 37

zaniab ali you have lost tags09:45:43

zainab mohamm

Figure 5: the Hvﬁinterface

Assign Permission

THQS_ ID: FEO0704409C3
Tags Name: aianmed
Permission .

mother information child information

Tags ID: FEOD704FD110 Tags ID: FEOD704409C3
Tags Name: zainabmohamm Tags Name. aianmed

Figure 6: The Permission interface

— —_— ——
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Permission of staff and mothers are adjusted through a system interface (refer figure 6) to increase the
flexibility of the system. When a mother approaches with a child to the exit door, the system matches the
mother’s tag with child’s tag and in the case of mismatch the door will not open and the alarms will be
activated. In case the child needs to be shifted to another room, the system logs information that the nurse has
transferred the child.

The wristband with RFID active tags shall be light weight, tamperproof and disposable in order to
avoid biohazards. Any effort to remove or cut the wristband will trigger alarm if one is not authorized to do so.
Even, any adjustment in the position of the baby is detected by the system.

DOOR INTERFACE EXT T
CHILD MOTHER Staff
unautﬁon’ze:[ﬁttempt to get out Exit |

Figure 7: The Door Control interface

Exiting the ward is authenticated by the interface (refer figure 7) and if is not so an alarm will be
activated for any such attempt. Even, such authorization is for limited duration; after the permitted time an alert
will be automatically raised if the system doesn’t detect the baby’s tag in the ward.

VI.  Implementation
The major components that have been used by the system described above are:
1. Hardware: includes RFID reader, RFID tags, different terminals and necessary infrastructure.
2. Database: that is used to store persistent necessary information that has been normalized. These
information than may be retrieved as per need. For this purpose SQL server 2008 has been used.
3. User interface: is the point of access of the system. For this purpose C#. Net 2010 has been used.

There are a two of key hardware components that need some further explanations that are:
i Active RFID Transmitter tag which transmits 16 bit unique 1D on 433 MHz frequency giving range of
around 25 meters. It is powered by its Printed Circuit Board(PCB) mounted 3Volt battery at bottom.
Total of 64 such active RFID transmitter tag can co-exist with each other in same premises each
automatically occupying its own time slot without interfering with each other. The RFID receiver is
used for listening to these tags.

ii. RFID reader that is connected to a computer by serial port . C# is used to access the SerialPort object
and to manage COM port connections. These elements are located inside the toolbox of the IDE where
it can be dragged onto a form.

In order to open the serial port, the PortName , BaudRate, Handshake and StopBits properties are to be set. Once

the connection properties have been set, the port can be opened using the Open()routine.
serialPortl.PortName = IbComPort.Text ;

serialPortl.BaudRate = Convert. ToInt32(tbBaudRate. Text) ;

serialPortl.Handshake = Handshake.None ;

serialPort1.StopBits = StopBits.One ;

serialPort1.0Open() ;

Code snippet 1.: Setting the properties PortName , BaudRate, Handshake and StopBits

The code snippet 1 is used to initialize PortName , BaudRate, Handshake and StopBits

) |3 Tables
3] [ System Tables
7 = dbe.Child
7 3 dbe.doer_info
7 3 dbo.Mother
7 3 dbo.Permission
7 3 dbo.rf_info
7 3 dbo.rf_table
7 & dbo.staff

Figure 8: Tables used in the system
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The database of the candidate system (refer figure 8) uses seven tables. The brief description of these tables has
been made available in table 1 for the reference.

S. No. Table Name Description
1. Child To store children information with mother name and ID
2. Mother To store mothers information
3. Staff To store the staff information
4. Permission Determine the permission of each tag and used to know who has permission
5. Rf_info To store the activity information of each tag
6. Rf_table To store the information of Who take the tag(staff, child ,mother)
7. Door_info To store the information of Time out of room

Table 1: Brief description of tables for persistent data

VII.  Conclusion
The present work is an attempt to explore and describe the basic architecture of newborn protection

System using RFID technology. A set of two wristbands of RFID active tag with same ID is used for child and
mother. These tags transmit their ID’s the installed readers in regular interval of time. The candidate system then
keep track of the ID’s broadcasted by the tags and store necessary information into the database for the purpose
of tracking the movements of children, mothers and staff members present in the hall. The above setup will stop
any attempt of cradle kidnap and cradle exchange.
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