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Abstract: The attack detection rates are higher for large node deployment densities, as compared to the low
density counterparts. This is because the attack detection scheme relies on both the individual traffic
observations by the detector nodes, as well as the subsequent verification and reconstruction of observed traffic
sub patterns by the detector nodes as well as the mGN nodes, for classification purposes. In this work, we
evaluated the performance of our proposed distributed attack detection scheme, through experiments and
simulation analysis. The scheme proposed, performs distributed denial of service attack detection, in the
presence of injected nodes, inclusive of laptop-class nodes, in the network. As part of the detection process,
detector nodes monitor network traffic flow towards a set of victim nodes, and further, reconstruct patterns of
observed network traffic, to facilitate attack decision making. The performance of the scheme is affected by
several algorithmic as well as network parameters, which need to be defined, at network initialization time. We
studied the effect of variation of these algorithmic and network-level parameters on the outcomes of the
proposed attack detection scheme. We quantified the results obtained for variations in these parameter values,
based on simulation experiments. The metrics that are compared and analyzed as part of the simulation
experiment are: attack detection rate, false positive rate, false negative rate and detector/mGN node energy
utilization rates. We also performed a comparative analysis of the acquired experimental results for the
proposed scheme, with corresponding results obtained from the simulation of a centralized Self Organizing
Map-based attack detection scheme. The purpose of this comparison is to establish the superiority of the
proposed distributed pattern recognition approach over other centralized techniques for detection of distributed
denial of service attacks in wireless sensor networks.

Keywords: Algorithm, distributed denial of service attacks, wireless sensor networks, Map-based attack
detection scheme

. Introduction

The intensity of the attack traffic increases with corresponding increase in the total number of
adversarial nodes in the network, assuming participation of all such nodes in the attack process (1-3). If the
adversarial nodes are placed at multiple locations in the network, the traffic intensity will increase from several
ends of the network, thus comprising a distributed denial of service attack (4, 5). The algorithmic parameters
associated with the attack detection algorithm are: optimal time epoch length (Aqy), number of detector GN
nodes n, and the pattern update rates for each of the r target nodes. The network-level parameters that affect the
outcomes of the detection scheme are: node deployment densities and initial node energy contents (6-8). The
overall effect of the attack detection through a SOM-based centralized mechanism is compared with results
acquired for our proposed scheme, under variations of the parameter values (9). Higher detection rates imply
quicker response times by the base station in replacement or reallocation of the victim node tasks to other nodes.
Lower detection rates imply rapid exhaustion of the energy contents within the target nodes, thus reducing the
overall functionality of the network. The false alarm rates of the scheme are also studied to analyse the short-
comings of the algorithm, under variations in the parameter values (10). False positive rates imply the incorrect
classification of legitimate network packets as attack packets by the detection scheme. Higher values of false
positive rates will lead to the incorrect reallocation and/or replacement of sensor nodes, assumed to be under an
attack (11). False negative rates are defined as the rate at which the detection scheme classifies malicious
packets as legitimate packets. Higher false negative rates imply that the detection rate has faltered in its task of
accurately detecting attacks, and therefore will lead to higher success, in terms of rapid energy exhaustion of the
victim nodes, by the attacker nodes. The energy decay rate of the individual sensor nodes provides an estimate
on the expected lifetimes of the nodes. Higher energy decay rates will lead to rapid decline in the network
resources, and reduce the overall life- time of the network. Considering the inaccessibility of most sensor
networks post-deployment, it is very crucial to safeguard the limited on-node energy resources. We therefore
analysed the effect of the detection process on the energy content of the GN as well as the mGN nodes of the
network, to derive results justifying an ideal ratio of these nodes, to facilitate scheme operation with minimal
energy overhead, without compromising the accuracy in attack detection (12).
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I1.  Methodology

The Our initial experiments are performed to study the attack detection rates for variations in the
network traffic intensities, network dimensions, as well as the node deployment densities. The purpose of this
evaluation is to study the effectiveness of the detection scheme in the presence of varying numbers of attacker
nodes, under different sensor network-application scenarios. We studied the energy decay rates of the GN,
mGN, and the target nodes for varying applications of the sensor networks (varying o and (Aopy), the attack
detection rates of the scheme for variations in several parameters, the effect of the threshold subpattern update
rate on the detection process, based on expected network traffic, as well as the actual observed traffic, the false
alarm rates of the detection scheme, for variations in the network parameter values, and the attack traffic
intensities, the experimental results generated from a SOM- based, centralized approach for detection of
distributed denial of service attack patterns. The outcomes of this experiment were studied to prove the need for
having a distributed pattern recognition mechanism in place to detect distributed denial of service attacks in
wireless sensor networks, which is achieved through the distributed detection scheme. we compared the
performance of the two approaches, in terms of the metrics defined above. The contributions of this work are as
follows:

We measured the performance of our scheme based on the following metrics:
= Attack detection rates.
=  False positive rates.
=  False negative rates.
= GN and mGN node energy decay rates.

We tested the effectiveness of the proposed scheme for variations in the following algorithmic and
network-level parameters:
= Number of detector nodes (n).
= Network traffic intensities (adversarial nodes).
*= Node deployment densities.

We proved the superiority of our proposed distributed pattern recognition scheme over a centralized
Self Organizing Map-based approach, for variations in all the above parameter values.

I1l.  Results and Discussion

Wireless sensor networks are deployed for specific sensing and reporting applications. The area of
sensor node deployment depends on the nature of the application, and the total number of nodes to be deployed
depends on several characteristics of the application, namely, expected node lifetimes, expected per-node load
and node sensing ranges. Generally, most networks studied span a two dimensional area of size 100m x 100m
(13). In a 200m x 200m network is considered to study a centralized data gathering and communication
mechanism, based on an ant colony optimization algorithm. In (14), a 50m x 50m area is simulated to study a
novel algorithm for code propagation in wireless sensor networks. All the above networks are considered with
variations in the total numbers of nodes deployed. The average number of nodes in the network depends on the
communication range of individual sensor nodes, as well as the topological specifications of the network. For
large dimension networks, either sensor nodes with strong communication antennas need to be implanted, to
facilitate direct node-base station communication, or a multi-hop topology needs to be in place for data delivery.
Although most sensor networks studied in the literature have less than 500 nodes, we intend to study the
effectiveness of our scheme in the presence of a large set of sensor nodes, and its impact on the overall success
in attack detection. We perform experiments for varying node deployment densities on a 100m x 100m network.
The values of the node deployment density, denoted as N, are: 128, 256, 512, 1024 and 2048. The simulation
experiments are performed for two types of adversarial nodes, namely, injected nodes and laptop-class nodes. It
is assumed that all nodes are equally likely candidates for loss owing to failures, battery exhaustion or
compromise. The GN and mGN nodes in the network participate in routine sensing operations, in addition to
participation in the attack detection process. Therefore it may be safely presumed that the task of selectively
identifying and launching attacks against such nodes by the adversary-class is nontrivial. We also assume that
sensor nodes have a single interface for both transmit and receive operations. We consider a standard sensor
node with average energy consumptions for transmission and reception as: Eyans = 100 nJ/bit and E,., = 50
nJ/bit, respectively (15). We also assumed that a typical sensor node has a maximum radio range of 50 meters
(16).

The following parameters were incorporated in the simulation setup for the scheme:
= SR: The transmission range of a sensor node » 50m.
= A Time epoch length for detection scheme convergence (Calculated based on Equation).
= a: Application aspect value.
=TI Traffic intensity in terms of packets/second.
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= Tle (Traffic Intensity): Packets generated towards the r target nodes during a given time epoch (Agy), in
terms of energy resource usage by the target nodes.

= Number of Target nodes: r = 10% of N.
= Number of Detector (GN) nodes: n.

If the current epoch of time is defined as ¢i, then the subsequent epoch of time, based on Lemma is
given by:

®

Aisg = Aj+ Agpr.(3.03 +™.d2-1 + m.d1) (3.1)
Where,
d1 = Average GN to GN communication delay
d2 = Average GN to mGN communication delay
d3 = Average mGN to BS communication delay

The time epoch length is dimensionalised into the unit of time (seconds), and is large enough to
accommodate the entire communication phase of the attack detection scheme. For each value of N, we generate
simulation plots for varying intensities of traffic generated in the network. These traffic intensities, denoted as
TI, are inclusive of both normal and attack traffic. For a standard sensor network, the frequency of packet
arrivals at a particular node depends on the node's topological placement in the network. For a network with N =
1024, with 10 operational cluster heads, the total number of packets expected by each cluster head during a
given time epoch, is approximately equal to 100 sensory packets, for a network with a constant taxonomy i.e. 1
packet generated by every node per time epoch, for delivery to the cluster head. Therefore, a standard cluster
head receiving in excess of 100 packets per time epoch, can be considered to be under attack. We define Tl =
500 packets/sec, for a scenario with time epoch = 1 second, as network traffic with unusual intensity, intended to
flood a victim node, and exhaust its limited energy resource. The traffic arrival rate is modeled as a Poisson
process with exponential inter arrival times. The convergence phase of the scheme is the time required to
execute the communication phase of Algorithm, wherein the GN and the mGN nodes perform pattern
reconstruction, by exchanging subpattern values amongst themselves, to confirm an attack.

3.1 Energy Decay Rates

As described, the application aspect value, «, is a system parameter defining the significance of the
accuracy in attack detection over the energy utilization rates of the GN/mGN nodes or vice versa. The
normalized value of a between f0.0-1.0g is defined at network initialization time. The value of the parameter k
of the mSelect algorithm is inversely dependant on the selected value of . Large values of « signify the need for
achieving higher accuracies in attack detection. Therefore, selection of a large a value (close to unity) will
generate smaller values for the parameter k, of the mSelect algorithm, effectively leading to the designation of a
large number of mGN nodes for the detection scheme. Similarly, smaller values of « will lead to the generation
of higher values of k, and in essence will lead to fewer numbers of mMGN nodes in the network.

In Figure 1, we illustrate the overall energy consumption rates of the GN nodes of the network. The
energy consumption rates of the GN nodes increase with corresponding increases in the value of a. For instance,
for N=128 and «=0.1, the energy consumption is at 51 1J/sec, whereas for a=0.9, the nodes utilize 84 1J/sec. This
increase in the energy consumption of the GN nodes for higher o values is attributed to the corresponding
decrease in the size of the time epoch length Ay, for achieving higher accuracies in the attack detection rates. It
may be noted here that increasing values of N lead to improved energy consumption rates for individual GN
nodes, as the proximity of the GN nodes leads to reduced communication distances that need to be traversed by
the GN communication messages.
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Figure 1: GN Node Energy Utilization Rate vs. Application Aspect Value («).
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The peak energy consumption rates in pJ/sec (a = 0.1) is 86 for N=2048. The energy consumption rate
of 17 pJ/sec is lowest for ¢=1.0 and N=128.

We illustrate the energy consumption rates of the mGN nodes of the detection scheme in Figure 2. For
all node deployment densities, the mGN nodes can be seen to consume more energy than the GN nodes. This is
due to the additional tasks imposed on the mGN nodes for message reception, analysis, and delivery to the base
station, as compared to the standard tasks of a GN node, which involve observation and reporting of traffic flow
data to a closely located mGN node. The mGN nodes show a decrease in the energy consumption rate for
corresponding increases in the value of a. This trend occurs due to the reducing number of mGN nodes selected
for the attack detection process, for decreasing values of a. Therefore, the energy consumption rate for N=2048
and a=0.1 is close to 360 pJ/sec, whereas for a=0.9, it is only 126 pJ/sec. For lower values of N, the energy
consumption rate of the mGN nodes is lower; as fewer number of GN nodes will collaborate with their
designated mGN nodes, and therefore will lead to lesser energy utilization rates. However, even for lower values
of N, the overall energy consumption rate of the mGN nodes reduces with increasing a.

For low node deployment densities, the energy consumption rates of the mGN nodes are higher, as
compared to networks with higher values of N. Communications over longer distances that need to be performed
in less dense networks lead to higher energy utilization rates for lower N. For N=128 and a =0.1, the mGN
nodes consume 126 pl/sec, whereas, for N=2048 and ¢=0.1, the mGN nodes consume 360pJ/sec. Similarly, for
N=128 and « =0.1, a GN node will consume 21 pJ/sec, whereas for N=2048 and a =0.1, the energy consumption
rate of a GN node is 84 pJ/sec. For higher node deployment densities, more numbers of GN nodes communicate
with each mGN node. Therefore, the overall energy consumption rate of the mGN nodes depicts an increase for
corresponding increase in the value of N. In Figure 3, we illustrate the total number of mGN nodes selected by
the mSelect algorithm for varying values of « and N. As can be observed, for lower values of «, the total number
of mGN nodes selected is very low. For instance, for N=128 and « =0.1, the total number of selected mGN
nodes is 2. Smaller values of a imply lesser significance on the accuracy in attack detection, and more
significance applied to the energy conservation of the GN and mGN nodes.
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Figure 2: mGN Node Energy Utilization Rate vs. Application Aspect Value (o).

The peak energy consumption rates in pJ/sec (a« = 0.1) is 352 for N=2048. The energy consumption rate
of 32.3 puJ/sec is lowest for o =1.0 and N=128. Therefore, the detection rate accuracy, affected by the longer
convergence delays associated with the communication phase of the attack detection process (as each node has a
single interface for message transmission and reception), has a corresponding energy conservation factor
associated. Similarly, higher values of a imply more significance given to the accuracy in attack detection as
compared to the energy conservation of the GN/mGN nodes. In such scenarios, more number of mGN nodes are
selected by the mSelect algorithm, so as to reduce the convergence delays of the attack detection scheme,
effectively increasing the attack detection rate. However, as illustrated in Figure 2, the higher energy
consumption rates of the mGN nodes will lead to rapid reduction of their respective lifetimes.

Considering the significantly high energy utilization rates of mGN nodes as compared to the GN nodes,
the presence of a large number of mMGN nodes will incur significant overhead on the network, and will lead to
reduced lifetimes of a larger number of sensor nodes. Therefore, from an energy consumption perspective, the
fewer the number of mMGN nodes, the longer the lifetime of the sensor network. The set of mGN nodes for the
detection scheme are selected based on Algorithm, which operates by reducing any redundancies in node
selection.
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Figure 3: Number of mGN Nodes vs. Total Number of Nodes.

The peak energy consumption rates in 1J/sec (® = 0.1) is 86 for N=2048. The energy consumption rate
of 17 1J/sec is lowest for ®=1.0 and N=128. In Equations 5.2 and 5.3, we define the standard energy decay rates
for a GN and an mGN node, per time epoch of length Aopt. Each GN node receives exactly two traffic
observation packets from its neighboring GN nodes within each time epoch. Therefore, the energy associated
with receiving packets, is given by: 2.E.. In addition, the GN nodes monitor traffic flow in the network. The
total energy usage associated with receiving all packets in a single epoch of time is given by: 2.Erecv +
pkts(obsv).Erecv. Each GN node communicates with exactly three other nodes, namely, two peer GN nodes, and
one mGN node, during each time epoch. Considering the average distance between any two GN or mGN nodes
to be den.man, the energy usage associated with the transmission of data by a GN node in a single time epoch, is
given by: 3.Etrans.dgn.men-

The mGN nodes receive packets from n/ m - 1 GN nodes within each time epoch. They are also
responsible for transmission of one packet to the base station, located at an average distance of dygn.s. The total
costs of receiving and transmitting data packets by the mGN nodes are given by:[( n/m-1).Erecv] and [Ejans.d4
man-gs], respectively.

2.Erecv+3.Etrans.d2GN—mGn+phkts(obsrv)Erecy

= Aopt (32)

(Z-—1).Erecv+Etrans.démGN—BS

Mmgm= Aopt (3.3)

This value defines whether more significance is to be given to the conservation of energy of the GN
and mGN nodes, or to the conservation of energy of the target nodes. Higher values of selected at network
initialization time define the significance of conserving energy content of the GN and mGN nodes, over the
quicker detection of an attack. On the contrary, lower values of define the significance of rapid attack detection,
over the need for conservation of the energy content of the GN and mGN nodes.

The impact of the variation of the Aopt value on the energy resource utilization of the detector as well
as the mGN nodes, for a network with N=1024 and TI = 500, is illustrated in Figure 4. In addition, the figure
also illustrates the rate of decay of the energy content of a target node under an attack (T1=500). The optimal
length of a time epoch is computed based on Equation and is affected by the following network and algorithmic
parameters: n, N, m, Tle, apart from the energy utilization rates, which are fixed system parameters.

The mGN nodes of the network participate in active reception of a large numbers of packets within
each epoch of time, and are responsible for further forwarding of a verdict signal to a base station, over a longer
communication channel. These tasks are performed by the mGN nodes, in addition to their detection tasks, as
well as routine sensory operations. Therefore, the energy decay rates for mGN nodes are significantly higher as
compared to GN nodes. Networks with low node deployment densities will have fewer numbers of nodes, with
increased per-node overhead associated with the GN and varying values of Aopt(seconds), Tl =500, N=1024.
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Figure 4: Energy decay rate of detector (GN), mGN and target nodes for mGN tasks.

On the contrary, networks with higher node deployment densities will have reduced dependence on a
few select nodes, operating as mGN nodes. Therefore, higher node deployment densities will yield lower per-
node overhead, associated with the mGN tasks. Higher node deployment densities will also increase the values
of Aopt, thus leading to less frequent convergence of the detection scheme, and lower energy decay rates for the
GN and mGN nodes.

Larger values of Aopt will cause the detection scheme to converge on a less frequent basis, and
therefore will yield lower energy decay rates for the GN nodes. However, the increasing value of Aopt,
attributed to increasing values will lead to the selection of fewer mGN nodes in the network, and therefore, the
per-mGN node energy consumption rate increases. Smaller values of Aopt will lead to more frequent
convergence of the scheme, and therefore higher energy consumption rates are observable for the GN nodes.
For larger values of Aopt, the target nodes under an attack will have a higher percentage of their energy content
depleted before an attack against them is actually detected. For instance, for Aopt = 4.8 seconds (o =0.1 and
Tle=40), nearly 970 Joules are consumed by the target node each second, as compared to 100 Joules
consumed, for ¢opt = 0.49 seconds (a =0.95 and Tle=400).

Increasing values of k (decreasing o), will lead to lesser overlaps in the k-lists of each of the GN nodes,
exchanged with the base station at network initialization time. As a result, fewer number of mMGN nodes are
selected. The reducing number of mMGN nodes lead to an increase in the per-mGN node energy utilization rate.
Considering the high energy utilization costs associated with the mGN nodes, it is recommended to have as few
mGN nodes operating in the network as possible. However, the accuracy in attack detection of the scheme will
in effect diminish, as will be elaborated in the following subsection.

3.2Attack Detection Rates

The attack detection rate is defined as the ratio of the total number of attack packets classified
correctly, over the total number of attack packets, given by:

Attack Detection Rate =Total Observed Attack Packets/Total Attack Packets  (3.4)

In Figure 5, we analyse the effect of variation of the value of the application aspect value, o, on the
attack detection rate. As seen from the figure, the attack detection rate is higher for ® close to unity. For
instance, for o = 1.0, the attack detection rate is 38% for N=128, whereas, for a = 0.1, the detection rate is only
10%. For N=2048, the detection rate is 92% for a =0.1, and is 86% for a =1.0. A similar increase in the attack
detection rate for increasing values of a is observable for the other node deployment densities.

B 02 03 04 05 05 07 05 09 1
Application Aspect Value ]
Figure 5: Attack Detection Rate vs. Application Aspect Ratio (a ) for TI = 500.
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The peak detection rate (o = 1.0) is 38% for N=128, 65% for N=256, 71% for N=512, 84% for N=1024
and 92% for N=2048. The detection rate is lowest for o =0.1: 10% for N=128, 31% for N=256, 47% for N=512,
619% for N=1024 and 86% for N=2048.

For purposes of our simulation experiments to compute the attack detection rate, false alarm rates and
the time epoch length, we have considered the value of a to be 0.95, to study the peak accuracies in attack
detection. In Figure 6, we illustrate the attack detection rate for a network with node deployment density, N =
128. The intensity of the total traffic in the network, inclusive of attack as well as normal packets, is varied from
50 packets/sec to 500 packets/sec. The total number of detector nodes (n) is also varied from 1% to 100%. For
TI = 50, the detection rate reaches nearly 72%, when the number of detector nodes = 100%. Due to the low node
deployment density of this network, the detector nodes in the network cannot reconstruct, in their entirety,
accurate traffic observation patterns, as packets penetrating the network from unobserved regions of the network
are not accounted for, by the detector nodes. Therefore, the detection rate does not cross 72%, even with 100%
GN nodes in the network, and low traffic intensities.

For higher values of TI, the detection rates further degrade, with the detection rate being only 30%, for
TI =500 and n = 100%. This is because high TI values imply larger numbers of packets penetrating the network,
whilst the attack detection scheme is still in the process of convergence. These packets remain unobserved by
the detector nodes, and thus the performance of the scheme in terms of the detection rates, degrades with
increasing traffic intensities.
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Figure 6: Attack Detection Rate vs. Detector Node Ratio for N = 128.

The peak detection rate is approximately 72% for low traffic intensity and n = 100%. For n < 10%, the
detection rate is negligible for all traffic intensities.

For the N=256 scenario (Figure 7), smaller values of T:I: require fewer numbers of active detector
nodes in the network for reaching higher attack detection rates. For T:1:=50, with roughly 35% detector nodes,
the detection rate is nearly 53%, as compared to the N=128 scenario, where the detection rate was less than
33%. The increase in the densities of nodes deployed in the network improves the chances of detector node
presence in all regions of the network. As a consequence, higher detection rates are witnessed for fewer number
of operating detector nodes. For larger values of TI, the scheme shows good improvements over the N=128
scenario, with the detection rate approaching nearly 70% for T1=500, as compared to N=128, where the
detection rate did not exceed 33%, for the same traffic intensity. Larger numbers of detector nodes in the
network facilitate the verification and reconstruction of a pattern depicting observed network traffic, with higher
degree of accuracy. Therefore, higher detection rates are observed.

In the N=512 (Figure 8) scenario, attack detection rates peaked to nearly 90% in the presence of as few
as 20% detector nodes in the network. The higher density of node deployment in these networks, assure that
fewer detector nodes are required to achieve higher success in the attack detection process. This is because the
higher numbers of detector nodes in the network help accurately reconstruct traffic observation patterns, from
individual readings of the large number of attack detector nodes, thus leading to higher detection rates. The
parallel nature of execution of the communication phase of the detection scheme, wherein the GN and mGN
nodes coordinate to reconstruct the complete pattern of observed traffic, reduces the overhead associated with
having higher number of detector nodes on the convergence delay of the detection scheme.

Again, higher values of Tl yield lower attack detection rates, when fewer numbers of detector nodes are
operational in the network, for this network scenario, with TI1=500 yielding a detection rate of 82%, with n =
100%. This is because of the larger numbers of attack packets penetrating the network, and remaining
undetected, during the convergence of the communication phase of

the detection scheme.
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In the N=1024 scenario (Figure 9), lower values of TI require fewer number of active detector nodes in
the network for reaching relatively high attack detection rates. For TI=50, with n=22%, the detection rate is
nearly 93%.

Detector Node Ratio (%)
Figure 7: Attack Detection Rate vs. Detector Node Ratio for N = 256.

The detection rate approaching 70% even with high traffic intensities (T1=500), and fewer than 100%
n nodes required to attain high detection rates.
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Figure 8: Attack detection vs Detector node ratio

The increasing densities of node deployment improve the chances of detector node presence in all
regions of the network. As a consequence, very high detection rates are witnessed for fewer number of operating
detector nodes. The expected performance improvements owing to the participation of a larger set of detector
nodes in the detection process, is subdued for higher values of TI. For Tl = 500, the detection rate is nearly 82%,
with 100% detector nodes, whereas for TI=50, the detection rate is as high as 96%.

However, for larger values of TI, the scheme shows reasonable improvements over the previous
network scenarios, with the detection rate crossing the 80% mark for n = 100% for N=1024, as compared to all
the previous network scenarios, N=128, 256 and 512.

024 | —a—T.1=200
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Figure 9: Attack Detection Rate vs. Detector Node Ratio for N = 1024.
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Peak detection rate of 93% for low traffic intensities. Even high values of Tl yield a detection rate of
above 80% for higher n.

The detection rates for the N=2048 scenario (Figure 5.10) are the best amongst all networks. This is
because of the ability of the detection scheme to accurately reconstruct traffic observation patterns, even in the
presence of high traffic intensities. We can observe a detection rate of nearly 97% for as few as 50% detector
nodes, and T1=50, and approaches nearly 90% for TI=500.

In Figure 5.11, we illustrate the effect of the variation of the detector node ratio on the attack detection
rate for various node deployment densities. For lower values of n, very high density networks can sustain a
reasonable detection rate. As can be observed, n=0.05N yields a detection rate of only 40% with N=2048.
Increasing values of n yield higher detection rates for all node deployment densities, with n=0.75N performing
nearly as good as the n=N scenario, for N=2048. It may be conjectured that the need for having all nodes
operating as detector nodes is not essential, if the node deployment density of the network is high. However, the
detection rate improvements are reasonably higher for less dense networks, with higher values of n.
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Figure 10: Attack Detection Rate vs. Detector Node Ratio for N = 2048.

Peak rate of 97% for low traffic intensities. Only 10-15% of detector nodes needed to achieve high
detection rates.

IV. Conclusion

The fewer numbers of detector nodes in the network will lead to the reconstruction of less accurate
patterns, to depict actual network traffic flow. This phenomenon occurs because of the inability of the scheme to
perform attack detection in the presence of unobserved regions of the network under a distributed denial of
service attack. A centralized attack scenario will yield comparable detection rates for both low as well as high
density networks. We may therefore conclude that higher densities of node deployment yield higher attack
detection rates, for fewer numbers of operational detector nodes. We may also infer that higher values of TI will
lead to lower detection rates, due to the larger numbers of attack packets penetrating the network, unnoticed,
whilst the scheme communication phase is still converging. The parallelism in the execution of the GN pattern
reconstruction process (Communication phase of Algorithm), helps improve detection rates with corresponding
increases in the value of n, thus proving the scalability of the detection scheme for denser networks.
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