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Abstract: Internet of things (1oT) gadgets need aid quickly turning into universal same time loT benefits would
getting to be pervasive. Their achievement need not Run unnoticed and the number from claiming dangers
What's more strike against 10T gadgets Also benefits would on the expansion too. Cyber-attacks are not new to
0T, However as 10T will be profoundly interlaced clinched alongside our exists and societies, it is getting to be
important to venture up Furthermore detract digital guard genuinely. Hence, there is An true require on secure
10T, which need Subsequently brought about a necessity with comprehensively see all the the dangers and strike
looking into 10T base. This paper may be an endeavor should arrange danger types, furthermore examine
What's more describe intruders Also strike confronting 10T gadgets Furthermore administrations.
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I.  Introduction

The current quick improvement of the Internet of Things (10T) [1, 2] and its capacity to offer diverse
sorts of administrations have made it the quickest developing innovation, with colossal effect on social life and
business conditions. 10T has step by step saturated all parts of current human life, for example, training,
medicinal services, and business, including the capacity of touchy data about people and organizations, money
related information exchanges, item advancement and advertising. The immeasurable dispersion of associated
gadgets in the l1oT has made tremendous interest for hearty security because of the developing interest of
millions or maybe billions of associated gadgets and administrations overall [3-5]. The quantity of dangers is
rising day by day, and assaults have been on the expansion in both number and multifaceted nature. Not
exclusively is the quantity of potential assailants alongside the span of systems developing, however the devices
accessible to potential aggressors are likewise winding up noticeably more advanced, proficient and powerful
[6, 7]. Accordingly, for 10T to accomplish fullest potential, it needs insurance against dangers and vulnerabilities

[8].

Security has been characterized as a procedure to ensure a question against physical harm, unapproved
get to, robbery, or misfortune, by keeping up high secrecy and honesty of data about the protest and making data
about that question accessible at whatever point required [7, 9].According to Kizza [7] there is no thing as the
protected condition of any question, substantial or not, on the grounds that no such protest can ever be in a
splendidly secure state and still be valuable. A question is secure if the procedure can keep up its most extreme
inborn incentive under various conditions. Security prerequisites in the 10T condition are not the same as some
other ICT frameworks. Along these lines, guaranteeing loT security requires keeping up the most elevated
inborn estimation of both unmistakable items (gadgets) and impalpable ones (administrations, data and
information). This paper tries to add to a superior comprehension of dangers and their characteristics
(inspiration and capacities) beginning from different interlopers like associations and insight. The way toward
recognizing dangers to frameworks and framework vulnerabilities is essential for indicating a powerful, entire
arrangement of security necessities and furthermore decides whether the security arrangement is secure against
malevolent assaults [10]. And clients, governments and IoT designers should eventually comprehend the
dangers and have answers to the accompanying inquiries:

What are the benefits?

Who are the important substances?

What are the dangers?

Who are the risk performing artists?

What capacity and asset levels do risk on-screen characters have?
Which dangers can influence what resources?

Is the present plan secured against dangers?

What security instruments could be utilized against dangers?
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The rest of this paper is sorted out as takes after. Segment 2 gives a foundation, definitions, and the essential
security and protection objectives. Segment 3 recognizes some assailant inspirations and capacities, and gives a
layout of different sorts of danger performing artists. At long last, the paper finishes up with Section 4.

Il. Background
The 10T [1, 2, 11] is an augmentation of the Internet into the physical world for connection with
physical elements from the environment. Substances, gadgets and administrations [12] are key ideas inside the
loT space, as portrayed in Figure 1 [13]. They have distinctive implications and definitions among different
tasks. Along these lines, it is important to have a decent comprehension of what 10T substances, gadgets and
administrations are (talked about in detail in Section 2.1). A substance in the 10T could be a human, creature,
auto, calculated chain thing, electronic machine or a shut or open condition [14]. Connection among

[ Entity \1
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'ii \

1
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Service

Figure 1 10T demonstrate: key ideas and collaborations.

substances is made conceivable by equipment segments called gadgets [12], for example, cell phones,
sensors, actuators or RFID labels, which permit the elements to associate with the advanced world [15]. In the
present condition of innovation, Machine-to-Machine (M2M) is the most famous application type of 10T. M2M
is presently broadly utilized in power, transportation, retail, open administration, wellbeing, water, oil and
different ventures to screen and control the client, apparatus and generation forms in the worldwide business et
cetera [5, 16, 17]. As per evaluations M2M applications will achieve 12 billion associations by 2020 and create
roughly 714 billion euros in incomes [2]. Other than all the loT application benefits, a few security dangers are
watched [17-19]. The associated gadgets or machines are to a great degree profitable to digital assailants for a
few reasons:

1. Most loT gadgets work unattended by people, in this manner it is simple for an assailant to physically
access them.

2. Most 10T parts impart over remote systems where an assailant could acquire private data by listening in.

3. Most IoT segments can't bolster complex security conspires because of low power and registering asset
capacities.

What's more, digital dangers could be propelled against any loT resources and offices, possibly
bringing on harm or incapacitating framework operation, imperiling the general people or making serious
monetary harm proprietors and clients [20, 21]. Hllustrations incorporate assaults on home computerization
frameworks and taking control of warming frameworks, aerating and cooling, lighting and physical security
frameworks. The data gathered from sensors inserted in warming or lighting frameworks could illuminate the
gatecrasher when some individual is at home or out. In addition to other things, digital assaults could be
propelled against any open foundation like utility frameworks (control frameworks or water treatment plants)
[22] to stop water or power supply to occupants. Security and protection issues are a developing sympathy
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toward clients and providers in their work day towards the 10T [23]. It is absolutely simple to envision the
measure of harm created if any associated gadgets were assaulted or defiled. It is very much perceived that
receiving any loT innovation inside our homes, work, or business conditions opens ways to new security issues.
Clients and providers must consider and be mindful of such security and protection concerns.

2.1 Understanding loT Devices and Services

In this segment, the fundamental 10T area ideas that are imperative from a business procedure point of view are
characterized and grouped, and the connections between 10T segments (IoT gadgets and 10T administrations)
are depicted.

2.1.1 10T gadget

This is an equipment segment that permits the substance to be a piece of the advanced world [12]. It is
likewise alluded to as a savvy thing, which can be a home apparatus, medicinal services gadget, vehicle,
building, production line and practically anything arranged and fitted with sensors giving data about the physical
condition (e.g., temperature, stickiness, nearness locators, and contamination), actuators (e.g., light switches,
shows, engine helped screens, or some other activity that a gadget can perform) and installed PCs [24, 25]. An
0T gadget is fit for speaking with other loT gadgets and ICT frameworks. These gadgets impart by means of
various means including cell (3G or LTE), WLAN, remote or different innovations [8]. 0T gadget
characterization relies on upon size, i.e., little or ordinary; versatility, i.e., portable or settled; outside or inward
power source; regardless of whether they are associated discontinuously or dependably on; computerized or
non-robotized; legitimate or physical items; and in conclusion, whether they are IP-empowered articles or non
IP objects. The attributes of 10T gadgets are their capacity to activate as well as sense, the ability of constraining
force/vitality, association with the physical world, discontinuous network and versatility [23]. Some must be
quick and dependable and give solid security and protection, while others may not [9]. Some of these gadgets
have physical insurance though others are unattended. Truth be told, in 10T conditions, gadgets ought to be
secured against any dangers that can influence their usefulness. In any case, most 10T gadgets are helpless
against outside and inside assaults because of their qualities [16]. It is trying to execute and utilize a solid
security system because of asset limitations as far as 10T computational abilities, memory, and battery control
[26].

2.1.2 10T administrations

0T administrations encourage the simple coordination of 10T elements into the administration arranged
design (SOA) world and additionally benefit science [27]. As indicated by Thoma [28], an loT administration is
an exchange between two gatherings: the specialist co-op and benefit shopper. It causes an endorsed work,
empowering communication with the physical world by measuring the condition of substances or by starting
activities that will start a change to the elements. An administration gives a very much characterized and
institutionalized interface, offering all fundamental functionalities for cooperating with elements and related
procedures. The administrations uncover the usefulness of a gadget by getting to its facilitated assets [12].

2.1.3 Security in 10T gadgets and administrations

Guaranteeing the security involves shielding both 1oT gadgets and administrations from unapproved
access from inside the gadgets and remotely. Security ought to ensure the administrations, equipment assets,
data and information, both experiencing significant change and capacity. In this area, we recognized three key
issues with 10T gadgets and administrations: information secrecy, protection and trust. Information privacy
speaks to a major issue in 10T gadgets and administrations [27]. In 10T setting client may access to information
as well as approved protest. This requires tending to two vital angles: in the first place, get to control and
approval component and second validation and personality administration (IdM) system. The loT gadget should
have the capacity to confirm that the element (individual or other gadget) is approved to get to the
administration. Approval decides whether upon distinguishing proof, the individual or gadget is allowed to get
an administration. Get to control involves controlling access to assets by conceding or denying implies utilizing
a wide exhibit of criteria. Approval and get to control are essential to setting up a safe association between
various gadgets and administrations. The fundamental issue to be managed in this situation is making access
control rules less demanding to make, comprehend and control. Another viewpoint that ought to be consider
when managing privacy is validation and personality administration. Truth be told this issue is basic in 10T, on
the grounds that various clients, protest/things and gadgets need to confirm each other through trustable
administrations. The issue is to discover answer for taking care of the character of client, things/articles and
gadgets in a safe way. Security is an essential issue in 10T gadgets and administration by virtue of the
omnipresent character of the 10T condition. Substances are associated, and information is conveyed and traded
over the web, rendering client protection a delicate subject in many research works. Protection in information
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gathering, and also information sharing and administration, and information security matters stay open research
issues to be satisfied. Trust assumes an imperative part in building up secure correspondence when various
things convey in an indeterminate 10T condition. Two measurements of trust ought to be considered in loT:
confide in the cooperation’s amongst substances, and trust in the framework from the clients point of view [29]
According to Kgien [9] the dependability of an loT gadget relies on upon the gadget parts including the
equipment, for example, processor, memory, sensors and actuators, programming assets like equipment based
programming, working framework, drivers and applications, and the power source. With a specific end goal to
pick up client/administrations trust, there ought to be a compelling system of characterizing trust in a dynamic
and collective 10T condition.

2.2 Security Threats, Attacks, and Vulnerabilities

Before tending to security dangers, the framework resources (framework parts) that make up the loT
should first be recognized. It is essential to comprehend the advantage stock, including all loT segments,
gadgets and administrations. An advantage is a monetary asset, something significant and delicate possessed by
a substance. The essential resources of any 10T framework are the framework equipment (incorporate structures,
hardware, and so forth.) [11], programming, administrations and information offered by the administrations
[30].

2.2.1 Vulnerability

Vulnerabilities are shortcomings in a framework or its outline that permit a gatecrasher to execute
summons, get to unapproved information, as well as direct refusal of administration assaults [31, 32].
Vulnerabilities can be found in assortment of ranges in the 10T frameworks. Specifically, they can be
shortcomings in framework equipment or programming, shortcomings in approaches and techniques utilized as
a part of the frameworks and shortcomings of the framework clients themselves [7]. 10T frameworks depend on
two fundamental segments; framework equipment and framework programming, and both have configuration
defects regularly. Equipment vulnerabilities are exceptionally hard to distinguish and furthermore hard to settle
regardless of the possibility that the powerlessness were recognized because of equipment similarity and
interoperability and furthermore the exertion it take to be settled. Programming vulnerabilities can be found in
working frameworks, application programming, and control programming like correspondence conventions and
gadgets drives. There are various variables that prompt programming configuration imperfections, including
human elements and programming multifaceted nature. Specialized vulnerabilities more often than not occur
because of human shortcomings. Consequences of not understanding the necessities involve beginning the
venture without an arrangement, poor correspondence amongst designers and clients, an absence of assets,
aptitudes, and information, and neglecting to oversee and control the framework [7].

2.2.2 Exposure

Presentation is an issue or slip-up in the framework design that permits an aggressor to lead data
gathering exercises. A standout amongst the most difficult issues in 0T is strength against presentation to
physical assaults. In the greater part of 0T applications, gadgets might be left unattended and liable to be put in
area effortlessly available to aggressors. Such introduction raises the likelihood that an assailant may catch the
gadget, extricate cryptographic privileged insights, alter their programming, or supplant them with pernicious
gadget under the control of the aggressor [33].

2.2.3 Threats

A risk is a move that makes preferred standpoint of security shortcomings in a framework and
negatively affects it [34]. Dangers can start from two essential sources: people and nature [35, 36]. Regular
dangers, for example, quakes, sea tempests, surges, and fire could make serious harm PC frameworks. Few
protections can be actualized against cataclysmic events, and no one can keep them from happening. Debacle
recuperation arranges like reinforcement and alternate courses of action are the best ways to deal with secure
frameworks against common dangers. Human dangers are those brought on by individuals, for example, noxious
dangers comprising of inside [37] (somebody has approved get to) or outer dangers [38] (people or associations
working outside the system) hoping to hurt and upset a framework. Human dangers are arranged into the
accompanying:
[0 Unstructured dangers comprising of for the most part unpractised people who utilize effectively accessible
hacking instruments.
[ Structured dangers as individuals know framework vulnerabilities and can comprehend create and misuse
codes and scripts. A case of an organized risk is Advanced Persistent Threats (APT) [39]. Able is a modern
system assault focused at high-esteem data in business and government associations, for example, fabricating,
money related enterprises and national guard, to take information [40].
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As 10T turn into a reality, a developing number of omnipresent gadgets has raise the quantity of the
security dangers with suggestion for the overall population. Lamentably, 10T accompanies new arrangement of
security danger. There are a developing mindfulness that the new era of PDA, PCs and different gadgets could
be focused with malware and helpless against assault.

2.2.4 Attacks

Attacks are actions taken to harm a system or disrupt normal operations by exploiting vulnerabilities
using various techniques and tools. Attackers launch attacks to achieve goals either for personal satisfaction or
recompense. The measurement of the effort to be expended by an attacker, expressed in terms of their expertise,
resources and motivation is called attack cost [32]. Attack actors are people who are a threat to the digital world
[6]. They could be hackers, criminals, or even governments [7]. Additional details are discussed in Section 3.
An attack itself may come in many forms, including active network attacks to monitor unencrypted traffic in
search of sensitive information; passive attacks such as monitoring unprotected network communications to
decrypt weakly encrypted traffic and getting authentication information; close-in attacks; exploitation by
insiders, and so on. Common cyber-attack types are:
a) Physical attacks: This sort of attack tampers with hardware components. Due to the unattended and
distributed nature of the 10T, most devices typically operate in outdoor environments, which are highly
susceptible to physical attacks.
b) Reconnaissance attacks — unauthorized discovery and mapping of systems, services, or vulnerabilities.
Examples of reconnaissance attacks are scanning network ports [41], packet sniffers [42], traffic analysis, and
sending queries about IP address information.
c¢) Denial-of-service (DoS): This kind of attack is an attempt to make a machine or network resource unavailable
to its intended users. Due to low memory capabilities and limited computation resources, the majority of devices
in loT are vulnerable to resource enervation attacks.
d) Access attacks — unauthorized persons gain access to networks or devices to which they have no right to
access. There are two different types of access attack: the first is physical access, whereby the intruder can gain
access to a physical device. The second is remote access, which is done to IP-connected devices.
e) Attacks on privacy: Privacy protection in 10T has become increasingly challenging due to large volumes of
information easily available through remote access mechanisms. The most common attacks on user privacy are:
[J Data mining: enables attackers to discover information that is not anticipated in certain databases.
[J Cyber espionage: using cracking techniques and malicious software to spy or obtain secret information of
individuals, organizations or the government.
[J Eavesdropping: listening to a conversation between two parties [43].
[J Tracking: A user’s movement can be tracked by the devices unique identification number (UID). Tracking a
users location facilitates identifying them in situations in which they wish to remain anonymous.
[ Passwordbased attacks: attempts are made by intruders to duplicate a valid user password. This attempt can
be made in two different ways: 1) dictionary attack — trying possible combinations of letters and numbers to
guess user passwords; 2) brute force attacks — using
[J Cracking tools to try all possible combinations of passwords to uncover valid passwords.
f) Cyber-crimes: The Internet and smart objects are used to exploit users and data for materialistic gain, such as
intellectual property theft, identity theft, brand theft, and fraud [6, 7, 44].
g) Destructive attacks: Space is used to create large-scale disruption and destruction of life and property.
Examples of destructive attacks are terrorism and revenge attacks.
h) Supervisory Control and Data Acquisition (SCADA) Attacks: As any other TCP/IP systems, the SCADA
[45] system is vulnerable to many cyber attacks [46, 47]. The system can be attacked in any of the following
ways:
[1 Using denialof-service to shut down the system.
[ Using Trojans or viruses to take control of the system. For instance, in 2008 an attack launched on an Iranian
nuclear facility in Natanz using a virus named Stuxnet [48].

2.3 Primary Security and Privacy Goals
To succeed with the implementation of efficient 10T security, we must be aware of the primary security goals as
follows:

2.3.1 Confidentiality

Confidentiality is an important security feature in loT, but it may not be mandatory in some scenarios
where data is presented publicly [18]. However, in most situations and scenarios sensitive data must not be
disclosed or read by unauthorized entities. For instance patient data, private business data, and/or military data
as well as security credentials and secret keys, must be hidden from unauthorized entities.

DOI: 10.9790/0661-1906018594 www.iosrjournals.org 89 | Page



The Internet of Things (1oT) and furthermore cyber Security: Vulnerabilities, Threats, Intruders and ..

2.3.2 Integrity

To provide reliable services to 10T users, integrity is a mandatory security property in most cases.
Different systems in 10T have various integrity requirements [49]. For instance, a remote patient monitoring
system will have high integrity checking against random errors due to information sensitivities. Loss or
manipulation of data may occur due to communication, potentially causing loss of human lives [6].

2.3.3 Authentication and authorization

Ubiquitous connectivity of the 10T aggravates the problem of authentication because of the nature of
0T environments, where possible communication would take place between device to device (M2M), human to
device, and/or human to human. Different authentication requirements necessitate different solutions in different
systems. Some solutions must be strong, for example authentication of bank cards or bank systems. On the other
hand, most will have to be international, e.g., e-Passport, while others have to be local [6]. The authorization
property allows only authorized entities (any authenticated entity) to perform certain operations in the network.

2.3.4 Availability

A user of a device (or the device itself) must be capable of accessing services anytime, whenever
needed. Different hardware and software components in 10T devices must be robust so as to provide services
even in the presence of malicious entities or adverse situations. Various systems have different availability
requirements. For instance, fire monitoring or healthcare monitoring
systems would likely have higher availability requirements than roadside pollution sensors.

2.3.5 Accountability

When developing security techniques to be used in a secure network, accountability adds redundancy
and responsibility of certain actions, duties and planning of the implementation of network security policies.
Accountability itself cannot stop attacks but is helpful in ensuring the other security techniques are working
properly. Core security issues like integrity and confidentiality may be useless if not subjected to accountability.
Also, in case of a repudiation incident, an entity would be traced for its actions through an accountability
process that could be useful for checking the inside story of what happened and who was actually responsible
for the incident.

2.3.6 Auditing

A security audit is a systematic evaluation of the security of a device or service by measuring how well
it conforms to a set of established criteria. Due to many bugs and vulnerabilities in most systems, security
auditing plays an important role in determining any exploitable weaknesses that put the data at risk. In 10T, a
systems need for auditing depends on the application and its value.

2.3.7 Non-repudiation

The property of non-repudiation produces certain evidence in cases where the user or device cannot
deny an action. Non-repudiation is not considered an important security property for most of 1oT. It may be
applicable in certain contexts, for instance, payment systems where users or providers cannot deny a payment
action.

2.3.8 Privacy goals

Privacy is an entities right to determine the degree to which it will interact with its environment and to what

extent the entity is willing to share information about itself with others. The main privacy goals in loT are:

€ Privacy in devices — depends on physical and commutation privacy. Sensitive information may be leaked
out of the device in cases of device theft or loss and resilience to side channel attacks.

& Privacy during communication — depends on the availability of a device, and device integrity and reliability.

loT devices should communicate only when there is need, to derogate the disclosure of data privacy during

communication.

Privacy in storage — to protect the privacy of data stored in devices, the following two things should be

considered:

Possible amounts of data needed should be stored in devices.

Regulation must be extended to provide protection of user data after end-of-device life (deletion of the

device data (Wipe) if the device is stolen, lost or not in use).

Privacy in processing — depends on device and communication integrity [50]. Data should be disclosed to or

retained from third parties without the knowledge of the data owner.

Identity privacy — the identity of any device should only discovered by authorized entity (human/device).

& & &8 o
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& Location privacy — the geographical position of relevant device should only discovered by authorized entity
(human/device) [51].

I11. Intruders, Motivations and Capabilities

Intruders have different motives and objectives, for instance, financial gain, influencing public opinion,
and espionage, among many others. The motives and goals of intruders vary from individual attackers to
sophisticated organized-crime organizations. Intruders also have different levels of resources, skill, access and
risk tolerance leading to the portability level of an attack occurring [52]. An insider has more access to a system
than outsiders. Some intruders are well funded and others work on a small budget or none. Every attacker
chooses an attack that is affordable, an attack with good return on the investment based on budget, resources and
experience [6]. In this section, intruders are categorized according to characteristics, motives and objectives,
capabilities and resources.

3.1 Purpose and Motivation of Attack

Government websites, financial systems, news and media websites, military networks, as well as public
infrastructure systems are the main targets for cyber-attacks. The value of these targets is difficult to estimate,
and estimation often varies between attacker and defender. Attack motives range from identity theft, intellectual
property theft, and financial fraud, to critical infrastructure attacks. It is quite difficult to list what motivates
hackers to attack systems. For instance, stealing credit card information has become a hackers hobby nowadays,
and electronic terrorism organizations attack government systems in order to make politics, religion interest.

3.2 Classification of Possible Intruders

A Dolev-Yao (DY) type of intruder shall generally be assumed [53, 54]. That is, an intruder which is in
effect the network and which may intercept all or any message ever transmitted between 10T devices and hubs.
The DY intruder is extremely capable but its capabilities are slightly unrealistic. Thus, safety will be much
stronger if our 10T infrastructure is designed to be

DY intruder resilient. However, the DY intruder lacks one capability that ordinary intruders may have,
namely, physical compromise. Thus, tamperproof devices are also greatly desirable. This goal is of course
unattainable, but physical tamper resistance is nevertheless a very important goal, which, together with tamper
detection capabilities (tamper evident)maybe a sufficient first-line defense. In the literature intruders are
classified into two main types: internal and external. Internal intruders are users with privileges or authorized
access to a system with either an account on a server or physical access to the network [21, 37]. External
intruders are people who do not belong to the network domain. All intruders, whether internal or external, can
be organized in many ways and involve individual attackers to spy agencies working for a country.

The impact of an intrusion depends on the goals to be achieved. An individual attacker could have
small objectives while spy agencies could have larger motives [55]. The various types of intruders will be
discussed hereby based on their numbers, motives and objectives.

3.2.1 Individuals

Individual hackers are professionals who work alone and only target systems with low security [55].
They lack resources or expertise of professional hacking teams, organizations or spy agencies. Individual hacker
targets are relatively small in size or diversity and the attacks launched have relatively lower impact than ones
launched by organized groups (discussed in 3.2.2). Social engineering techniques are most commonly used by
individual attackers, as they have to obtain basic information about a target system like the address, password,
port information, etc. Public and social media websites are the most common places where general users can be
deceived by hackers. Moreover, operating systems used on laptops, PCs, and mobile

phones have common and known vulnerabilities exploitable by individual attackers. Financial
institutions such as banks are also major targets for individual attackers as they know that such types of
networks carry financial transactions that can be hacked, and thus attackers can manipulate the information in
their interest. Credit card information theft has a long history with individual hackers. With the growth of e-
commerce, it is easier to use stolen credit card information to buy goods and services. Individual hackers use
tools such as viruses, worms and sniffers to exploit a system. They plan attacks based on equipment availability,
internet access availability, the network environment and system security. One of the individual hacker
categories is the insider [21, 37]. Insiders are authorized individuals working against a system using insider
knowledge or privileges. Insiders could provide critical information for outsider attackers (third party) to exploit
vulnerabilities that can enable an attack. They know the weak points in the system and how the system works.
Personal gain, revenge, and financial gain can motivate an insider. They can tolerate risk ranging from low to
high depending on their motivation.
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3.2.2 Organized groups

Criminal groups are becoming more familiar with ongoing communications and 10T technology. In
addition, as they become more comfortable with technological applications, these groups can be more aware of
opportunities offered by the infrastructure routing information of different networks. The motivations of these
groups are quite diverse; their targets typically include particular organizations for revenge, theft of trade
secrets, economic espionage, and targeting the national information infrastructure. They also involve selling
personal information, such as financial data, to other criminal organizations, terrorists, and even governments.

They are very capable in terms of financial funding, expertise and resources. Criminal groups
capabilities in terms of methods and techniques are moderate to high depending on what the goals are. They are
very skilful at creating botnets and malicious software (e.g., computer viruses and scareware) and denial-of-
service attack methods [44]. Organized criminals are likely to have access to funds, meaning they can hire
skilled hackers if necessary, or purchase point-and-click attack tools from the underground economy with which
to attack any systems [46]. Such criminals can tolerate higher risk than individual hackers and are willing to
invest in profitable attacks. Cyber terrorism [21, 56] is a form of cyber-attack that targets military systems,
banks, and specific facilities such as satellites, and telecommunication systems associated with the national
information infrastructure based on religious and political interests. Terrorist organizations depend on the
internet to spread propaganda, raise funds, gather information, and communicate with co-conspirators in all
parts of the world. Another prevalent group of criminal organization entails hacktivists. Hacktivists are groups
of hackers who engage in activities such as denial-of-service, fraud, and/or identity theft. Also, some of these
groups have political motivations, like the Syrian Electronic Army (SEA) [57], Iranian Cyber Army and Chinese
cyber-warfare units [58].

3.2.3 Intelligence agency

Intelligence agencies from different countries are persistent in their efforts to probe the military
systems of other countries for specific purposes, for example industrial espionage, and political and military
espionage. To accomplish their objectives, the agencies require a large number of experts, infrastructure ranging
from research and development entities to provide technologies and methodologies (hardware, software, and
facilities) besides financial and human resources. Such agencies have organized structures and sophisticated
resources to accomplish their intrusion goals. This sort of agencies are the biggest threat to networks and
necessitate tight surveillance and monitoring approaches to safeguard against threats to the information systems
of prime importance for any country and military establishment.

IV. Discussion and Conclusions

4.1 Discussion

The exponential growth of the 10T has led to greater security and privacy risks. Many such risks are
attributable to device vulnerabilities that arise from cybercrime by hackers and improper use of system
resources. The 10T needs to be built in such a way as to ensure easy and safe usage control. Consumers need
confidence to fully embrace the 10T in order to enjoy its benefits and avoid security and privacy risks. The
majority of 10T devices and services are exposed to a number of common threats as discussed earlier, like
viruses and denial-of-service attacks. Taking simple steps to avoid such threats and dealing with system
vulnerabilities is not sufficient; thus, ensuring a smooth policy implementation process supported by strong
procedures is needed. The security development process requires thorough understanding of a systems assets,
followed by identifying different vulnerabilities and threats that can exist. It is necessary to identify what the
system assets are and what the assets should be protected against. In this paper, assets were defined as all
valuable things in the system, tangible and intangible, which require protection. Some general, l0oT assets
include system hardware, software, data and information, as well as assets related to services, e.g. service
reputation. It has been shown that it is crucial to comprehend the threats and system weaknesses in order to
allocate better system mitigation. In addition, understanding potential attacks allows system developers to better
determine where funds should be spent. Most commonly known threats have been described as DoS, physical
attacks and attacks on privacy. Three different types of intruders were discussed in this paper, namely individual
attacks, organized groups, and intelligence agencies. Each attacker type has different skill levels, funding
resources, motivation, and risk tolerance. It is very important to study the various types of attack actors and
determine which are most likely to attack a system. Upon describing and documenting all threats and respective
actors, it is easier to perceive which threat could exploit what weakness in the system. Generally, it is assumed
that 10T intruder has full DY intruder capabilities in addition to some limited physical compromise power. We
will presume that physical compromise attacks do not scale, and they will therefore only at-worst affect a
limited population of the total number of 10T devices. 10T architecture must consequently be designed to cope
with compromised devices and be competent in detecting such incidents. It is concluded that attackers employ
various methods, tools, and techniques to exploit vulnerabilities in a system to achieve their goals or objectives.
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Understanding attackers motives and capabilities is important for an organization to prevent potential damage.
To reduce both potential threats and their consequences, more research is needed to fill the gaps in knowledge
regarding threats and cybercrime and provide the necessary steps to mitigate probable attacks.

V. Conclusions

IoT faces a number of threats that must be recognized for protective action to be taken. In this paper,
security challenges and security threats to 10T were introduced. The overall goal was to identify assets and
document potential threats, attacks and vulnerabilities faced by the I0oT. An overview of the most important 10T
security problems was provided, with particular focus on security challenges surrounding loT devices and
services. Security challenges, such as confidentiality, privacy and entity trust were identified. We showed that in
order to establish more secure and readily available 10T devices and services, security and privacy challenges
need to be addressed. The discussion also focused upon the cyber threats comprising actors, motivation, and
capability fuelled by the unique characteristics of cyberspace. It was demonstrated that threats from intelligence
agencies and criminal groups are likely to be more difficult to defeat than those from individual hackers. The
reason is that their targets may be much less predictable while the impact of an individual attack is expected to
be less severe. It was concluded that much work remains to be done in the area of 10T security, by both vendors
and end-users. It is important for upcoming standards to address the shortcomings of current 10T security
mechanisms. As future work, the aim is to gain deeper understanding of the threats facing 10T infrastructure as
well as identify the likelihood and consequences of threats against 10T. Definitions of suitable security
mechanisms for access control, authentication, dentity management, and a flexible trust management framework
should be considered early in product development. We hope this survey will be useful to researchers in the
security field by helping identify the major issues in 10T security and providing better understanding of the
threats and their attributes originating from various intruders like organizations and intelligence agencies.
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