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Abstract: This article gives us some comparison between the performances of techniquesrelating to image
scrambling. The scrambling is a technique used for information and especially for any kind of image to
transform them into totally incomprehensible and unrecognizable things. The scramblingtechniques that we talk
about in this article are: the Arnold transform, the Fibonacci transform, the Luca transform and the Fibonacci-
Luca transform. Performance criteria used for the purpose are mainly: the PSNR (Peak Signal to Noise Ratio),
the SSIM (Structural SIMilarity), the NPCR (Number of Pixel Change Rate), the UACI (Unified Average
Changing Intensity), the correlation coefficient and the response time. All techniques have their specific
characteristics,each in relation to these parameters depending on the repetitively order “t”. The principal
interest is to enable the researcher to make a good choice of the scrambling techniques on account of their
advantages. The results are obtained throughMatlab simulation and presented like a graph. All criteria
considered as for the results obtained, with repetitively order 3, the Fibonacci transform has the best
performance compared withall techniques.
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I.  Introduction

Withinthe course of these few years, information and communication technologies have evolved
tremendously. Exchanging, storing, securing information in all its aspects have become the mainstays of the
modern society. Ensuring data security, mainly confidential data, at the stage of storing or during their
transmission within the network has turned into a real challenge to take up for researchers. In the batch of
securing techniques, ciphering techniques and scrambling techniques deserve a special attention. The purpose of
this article entitled « Performances of image scrambling techniques based on the permutation transform »is to
make a comparison between the different techniques of scrambling namely the Arnold transform, the Fibonacci
transform, the Luca Transform andthe Fibonacci-Luca Transform by means of the following criteria : the PNSR
(Peak Signal to Noise Radio), the SSIM (Structural Similarity), the NPCR (Number of Pixel Change Rate), the
UACI (Unified Average Changing Intensity), the correlation coefficient, and the response time. This article is
divided into threeparts : firstly an overall presentation of image scrambling ; secondly, a description of the
different scrambling techniques ; and lastly : commentary on the various results obtained.

Il. Overall Presentation Of Image Scrambling
Scrambling is a technique used to turn an image into something incomprehensible and unrecognizable.
Many publications[1-5] have tried to give an accurate definition of the word « scrambling » together with a
presentation of the different techniques relating to it. In the present article, the talk will mainly be dealing with
the scrambling based on permutation.

2.1 Definition of a permutation [2, 6]
A permutationof two variables: a and b marked by <> is defined by an exchange of contents between
both variables. This operation requires a third variable temp which will act as a timer.
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temp < a temp < b
(a<>b)=9 a<b ou (acb)=7 b«a 1)
b « temp a<«temp

Taking i € N;i ={1,2,3, ..., t}with trepetitively and Na two-dimensioned image of W x H (W is the
length and H the height); the wvalues of the colors R,G,B are associated with each pair

(xy)e{l2,.W}x{12,..H}

The scrambling technique based on permutation will result into a series of pixel exchanges on the co-
ordinates (X, Y) € {1, 2, W} X {1, 2,..H } with (X, y) € {l, 2, W} X {l, 2,..H } proved by the following

transformation:

U()y(:ﬂ:{[: gij[;]}{xjmv(x’y)e{l’z’"W}X{l’ZWH} @

X —1=(ax+by)modW
y —1=(c,x+d,y)mod H

To be noted the transformation matrix T, by:

(& B
(2 a)

Thus, the transformation is actually the exchange of the levels of R, G, B between (X, Y)et (X, y') as
follows:

X —1=(ax+by)modwW

V(X, 1,2,.Wx{12, .. .H}:calculer:: " (X, y) o (X,y

(%y) e{L2,.W}x{12,..H} {y_lz(ciniy)modH( y) > (X,Y) .
To recover the original image, the reverse operation is defined by :
T . b W

ot X T (A B LMW ) € WW —L e T {H, H -1, ... 1)
y -1 ¢, d,Jly)||modH ©)
V(X y) € {W,W-1,...1}x{H,H -1,...,.1};calculer : X,_lz(a‘X+b‘y)mOdW;(x, y) o (X, y)

y —1=(c,x+d.y)modH

(6)

2.2 Order of repetitively t:

To improve the result of the scrambling and avoid mistakes in predictions, the calculation is not limited to
only one permutation: more than one is requested. If the composition done for the permutation is (t-1),the value
of the order of repetitively t will be:

_ (7
I'l=0,00,,0°...00;

(tfl)fr\épétition

« 0 » stands as the composition operator of two permutations.

In the case of a scrambling based on permutation, the reverse process makes it possible to recover the original
image:

-1

t

-1
1

-1 -1 -1 -1 -1
I''"=0 o0 oc..c0 =0, 00 oc..c0

t

(t—1)—répétition (t—1)—répétition (8)
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I11. Presentation Of Different Image Scrambling Techniques
3.1The Arnoldtransform[2, 7-11]
As cryptography keeps evolving, in order to respect confidentiality and to preserve the image security,
for the very first time, Vladimir Arnold experimented a technique of scrambling in 1960. The transformation
matrix T is defined as follows :

L 9
Tl 1 9)

3.2The modified version of the Arnold transform
Even if several compositions of the order t are used, the transformation matrix T will remain the same.

2 1
Tl:TZZ"':Ti:"':Tt: l 1

Thus, in 2004, Kong and Dan developed an Anti-Arnold algorithm which was innovation in this domain. The

stipulated norm for the modified version of Arnold transformation is as follows :

Tz, #.#T #.#T;

_I__i+li T—i i+1
I T R A CR (11)

3.3The Fibonaccitransform[12-13]
Leonard de Pise,under the pseudonym of Fibonacci showed serious interest in the following sequence
called the series ofFibonacci:

0 si n=1
F, = 1 si n=2 (12)
I:n—l + I:n—2

The series of Fibonacci obtained are: 0,1, 1,2,3,5,8, 13,21, 34...
In 2012, MinatiMishra, PriyadarsiniMishra, M.C. Adhikary, and SunitKumar proposed the use of the series of
Fibonnacias a transformation matrix:

F i I:i+l
T = E = (13)

i+2 i+3
3.4The Lucatransform[12-13]
In addition to the series of Fibonacci, Frangois Edouard Anatole Lucas, a mathematician by trade, invented his
own series called the series of Lucas defined by the relation of recurrence here after:

2 si n=1
L, = 1 si n=2 (14)
Ln—l + Ln—2

The series of Lucas are: 2, 1, 3,4, 7, 11, 18, 29...
By analogywithFibonacci, the Lucas matrix of transformationwillbe defined by:

I‘i I‘i+1
T= L ] (15)
i+2 i+3

3.5The Fibonacci-Lucatransform andthe Luca-Fibonacci transform [12-13]
It is also possible to use the Fibonacci series and Luca series at the same time, with the transformation
matrix defined by:

T _[Fl Fi+lj (16)
- LI I‘i+l
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By analogy with the transformFibonacci-Luca, the reverse Luca-Fibonacci is also possible :
The transformation matrix Lucas-Fibonacci is then defined by:

_ LI Li+1
Ti _(FI l:i+1j (17)

IV. Results And Comments
4.1 Performance criteria
a. Coefficients of correlation with the pixels [1, 14]
The coefficient of correlation is defined by:
COV(X,Y) COV(X,Y)

Ty JVar(X)Var(Y) 0x0y (18)

With :

Oy as the gap unit of the variable X.

E(X) : as the expectation of X

Var(X) : as the variance of X.

COV(X,Y): as the covariance between the variables X and Y.

COV(X,Y) = E{[X - EQOIY —EM)]}
(19)

The covariance is equal to the product of the targeted variables.
Its assignment is to quantize the liaison of the two variables X and Y, so as to emphasize the full significance of
the liaison and its intensity. The coefficient of simple linear correlation of Bravais-Pearson (or simply Pearson)
is a standardizationof the covariance by the product of all the gaps of the variables. The coefficient of
correlation varies from — 1 and + 1. The nearer to the extreme values — 1 and + 1 the coefficient, the stronger the
correlation between the variables.

The phrase « strongly correlated » is used for the purpose. If the coefficient is 0, it means that the two
variables have not the same value of linearity.
Which gives: r = +1 absolute positive correlation, r = -1 absolute negative correlation and r = 0  absolute
absence of correlation.

In this article, the coefficient of correlation is used so as to state the fact that there is actually a
correlation between the original image and the scrambled ciphered image.

b. The time for response
What is meant here is the time taken by the scrambling operation and the one taken for the reverse
operation. As a general rule, an algorithm with the shortest possible response time is preferred.
c. PSNR (Peak Signal to Noise Ratio) and SSIM (Structural SIMilarity) [1]
% The PSNR is a unit to measure the distortion when dealing with a digital image. The PSNR is
definedby the following formula :

dZ
PSNR =10.log,,(——
glo(EQM ) o0
dis the highest possible value of a pixel.In general d=255 and EQM makethe average quadratic error defined by:
1 88 - -
EQM =—3 3 (L@, )-1.(. )))*
mn i=0 j=0 (21)
% The Structural Similarity or SSIM is a reliable measurement unit for the similarities between two
digital images.
2 +c,)(2 +¢,)(2COV(X,Y)+cC
SSIM (X ,Y) — ( lquuY 1)( O_XO_Y 2)( ( ) 3) (22)

(,u>2< + /u\f + Cl)(o-f + G\? +¢,)(oy0y +C5)
Ly, M, being the average of X, Y; o, o being the variance of X, Y ; COV (X,Y) being the covariance

between X and Y ; C,, C,, C;being three values to balance the division in case the value is too low.

d. The NPCR(Number of Pixel change rate) and the UACI (Unified Average Changing Intensity) [6]
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R/

% The NPCR is used to measure the percentage of pixels differentiating two givenimages.. It is defined

by:
ZZD? Gl B
i & (23)
NPCR™ % = =8 x100%,
WxH
With
L e RIGIE —
it C. L
RIGIB » 5 if
Dr’::" - i CRGIB C?t‘.ﬁ'
it C;
C-.-? Gl B —RIGR
and representing the channels RGB of two images.
L.’E i ."j'=8

W andHare the width and the length of one image.

R/

«+ The UACI is the average of the difference of Iight |nten5|ty between two given images.

RIGIR _ r':.-" Y, 24
UACT = XHZZ x 100%. (24)

4.2 Results

The following results have been obtained throughMatlabsimulation. The concerned image is a color
image RGB lena.jpg, sized 256*256*3.
a. Coefficients of correlation of pixels

Coefficient of correlation Red component

0.01
0.005 |~ \ o
\ \ // // \
c \ )4 /
ke X A\ T /
s X \ :
@ 0 | \
5] \ A% ]
© \ /N
— \ \ y \
o \ / \
€ \ |/ \ / \
2 0005 | | \
L -0 ' !
g ibonacci :
8 Fi onacci, uca
Luca
-0.01 Fibonacci
Arnold
-0.015
2 4 6 8 10 12 14 16 18 20

Repetitively order t

Figure 01: Graphs of correlation coefficients between the red components of the original image and the
scrambled image
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Coefficient of correlation Grren component
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Figure 02:Graphs of correlation coefficients between the green components of the original image and the
scrambled image
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Figure 03: Graphs of correlation coefficients between the blue components of the original image and the
scrambled image.

The results shown in figures 01, 02, 03clearly tell that the used scrambling techniques have more or
less the same performances relating to correlation coefficients between the different colors of the original image
and the scrambled one making use of these techniques: correlation coefficientsgoing from - 0.03 to 0.015. These
results are confirmed in figures 17, 18, 19, 20, which mean that after scrambling, the obtained images have
turned into incomprehensible images totally unrecognizable.For the repetitively order 2, the Arnold transform
has the farthest correlation coefficients from 0, meaning a higher number of indicators in comparison with the
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original image. But if instead, the nearest correlation coefficients to O are preferred asa choice criterion, the
appropriate technique constituted by the correlation coefficients nearing 0 will be chosen so that there is no
correlation at all between the original image and the scrambled one. For a specific order of repetitively, for an
order of repetitively 3 for example, there is a choice between the Fiboncci transform and the Arnold transform.
b. The response time

As shown in Figure 04, the response times ofFibonacci transform, Luca transformand Arnold
transformisapproximately proportional to the order of repetitively t. To obtain the shortest possible response
time,t has to be chosen in its lowest possible value which is t=2 or 3. For Fibonacci-Luca transform, the
response time is too enormous.

Time response
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Figure 04:Response times in seconds of the different scrambling techniques

c. The PSNR (Peak Signal to Noise Ratio) andthe SSIM (Structural SIMilarity)

Relating to the PSNR results between the different colors of the original image and the scrambled one,
they are represented in figures 05, 06, 07. A PSNR of the lowest possible value will be chosen so that the
scrambled image totally differs from the original one. As an example: for an order of repetitively 3, one has the
choice between the Fibonacci and Fibonacci-Luca transforms which have the lowest range of PNSR.

PSNR Between the original image and the scrambled image Red component
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Figure 05: Graphs of PSNR between the red components of the original image and the scrambled one
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PSNR Between the original image and the scrambled image Green component
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Figure 06:Graphs of the PNSR between the green components of the original image and the scrambled one
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Figure 07:Graphs of thePSNRbetween the blue components of theoriginal image and the scrambled one
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SSIM Between the original image and the scrambled image Red component
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Figure 08:Graphs of the SSIM between the red components of the original image and the scrambled one.
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Figure 09:Graphs of SSIM between the green components of the original image and the scrambled one
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SSIM Between the original image and the scrambled image Blue component

0.05 I I I
| FibonacciLuca
0.048 Luca i
\ Fibonacci
\ Armnold
0.046 1\ H
\\
A
0.044

T\ 7
\ A / /o
IR /\ 7o
\ \\ / \\ / \ | \
0.042 F— / i
BN [\ / LA ‘
\ \ | \ O
0.04 VU /A |/ NV
XN \ |/ / \ | \ / /
WX X/ / N/ /
0.038 a | A

0.036

SSIM

2 4 6 8 10 12 14 16 18 20
Repetitively order t

Figure 10:Graphs of the SSIM between the blue components of the original image and the scrambled one.

As for the SSIM, the technique with the lowest values of the different colors of the original image and
the scrambled one are chosen. The results can be viewed in figures 08, 09, 10. For the order of repetitively 3,
there is a choice between the Fibonacci transform and the Luca transform.

d. The NPCR (Number of Pixel change rate) andthe UACI (Unified Average Changing Intensity)

The results relating to the NPCR are shown in figures 11, 12, 13. Here, the technique with the highest
value of NPCR will be chosen. For an order of repetitively 3, the Arnold transform has the lowest values of
NPCR. Yet, these values are always higher than 99%.

NPCR Between the original image and the scrambled image Red component
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Figure 11:Graphs of the NPCR between the red components of the original image and the scrambled one
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NPCR Between the original image and the scrambled image Green component
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Figure 12:Graphs of the NPCR between the green components of the original image and the scrambled one
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Figure 13: Graphs of the NPCR between the blue components of the original image and the scrambled one

As for the UACI, the technique with the highest values of UACI is chosen. The results relating to the
UACI are shown in figures 14, 15, 16. For the order of repetitively 3, there is a choice between the Fibonacci

transform and the Fibonacci-Luca transform.
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UACI Between the original image and the scrambled image Red component
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Figure 14:Graphsof theUACIbetween the red components of the original image and the scrambled one
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Figure 15:Graphs of the UACIbetween the green components of the original image and the scrambled one
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UACI Between the original image and the scrambled image Blue component
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Figure 16:Graphs ofthe UACIbetween the blue components of the original image and the scrambled one

e. Images results after diverse transformation

The figures 17, 18, 19, 20 show a few images obtained after applying varied techniques of scrambling

with a different order of repetitively each time and the reconstituted images with the reverse scrambling

transforms. The images obtained after scrambling are all actually scrambled, impossible to recognize and
incomprehensible.

Original image Tr Arnold t=2

Tr Arnold t=4 Tr Arnold t=6

R TR

Tr Arnold t=8 Tr Arnold t=10 Tr Arnold t=12 Tr Arnold t=14

Tr Arnold t=16 Tr Arnold t=18 Tr Arnold t=20 Reconstructed image

CR ot

Figure 17: Images obtained through the Arnold transform with differentvalues of the order of
repetitivelytandthe reconstituted image after the reverse transform technique
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Original image Tr Fibonacci t=2  Tr Fibonacci t=4  Tr Fibonacci t=6

Tr Fibonacci t=8  Tr Fibonacci t=10 Tr Fibonacci t=12 Tr Fibonacci t=14

Tr Fibonacci t=16 Tr Fibonacci t=18 Tr Fibonacci t=20 Reconstructed image

Figure 18: Images obtained through theFibonacci transform with different values of the order of repetitively t
and the reconstituted image with the reverse technique

Original image Tr Fib-Luca t=2 Tr Fib-Luca t=4 Tr Fib-Luca t=6

Tr Fib-Luca t=8 Tr Fib-Luca t=10  Tr Fib-Luca t=12  Tr Fib-Luca t=14

Tr Fib-Luca t=16  Tr Fib-Luca t=18 Tr Fib-Luca t=20 Reconstructed image

Figure 19: Images obtained through Fibonacci —Luca transform with varied values of the order of repetitively t
and the reconstituted image with the reverse technique
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Original image Tr Luca t=2 Tr Luca t=4 Tr Luca t=6

Tr Luca t=8 Tr Luca t=10 Tr Luca t=12 Tr Luca t=14

Tr Luca t=16 Tr Luca t=18

Figure 20: Images obtained through Luca transform with different values of the order of repetitively t and the

reconstituted image with the reverse technique

V. Conclusions
This article gives a description of the differences of performances in the application of the varied

techniques of image scrambling through a well-set comparison with each other namely: the Arnold transform,
the Fibonacci transform, the Fibonacci-Luca transform and the Luca transform. The comparison is made
according to the following criteria:the PSNR,the SSIM, the NPCR, and the UACI, thecorrelation coefficient and
the response time. The resulting facts tell that when using all the above-said criteria, for an order of repetitively
3, the Fibonacci transform gives the best performance compared with the other techniques.Yet,all of them have
this one same characteristic: their rapidity in matter of response time close to 0. 2 second for an order of
repetitivelyt=2 ort=3.

These techniques of scrambling could become a full algorithm of encryption if ever combined with an

alteration of the range of colors to hide the general aspect of the image for example.
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