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Abstract: The most important contribution of modern cryptography is the invention of digital signatures. To
deal with specific application scenarios, digital signature schemes have been evolved with different variants.
One of such variant is aggregate signature scheme, which allows aggregation of different signatures by
different users on different messages, to achieve computational and communication efficiency. Such schemes are
useful in the design of Wireless Sensor Networks (WSN), Mobile Ad-hoc Networks (MANETS), and Vehicular
Ad-hoc Networks (VANETS); where storage, bandwidth and computational complexity are major constraints.
Recently, in 2017, B. Kang et al. proposed an efficient certificateless aggregate signature scheme in which they
claimed that their scheme is secure against Type | and Type Il adversary. However, we find some vulnerability
in the signature generation algorithm. In this paper we show that this scheme is insecure against type Il
adversary i.e. a malicious Key Generation Centre (KGC) can forge a legal aggregate signature on any message
without any access to user’s secret information. Further, we proposed an improved Certificateless Aggregate
Signature (CLAS) scheme. The proposed CLAS scheme is using bilinear pairings over elliptic curves and is
proven secure in Random Oracle Model under the assumption of Computational Diffie-Hellman Problem is
hard. The concrete security proof assures that our scheme is secure against Type | and Type Il adversary. We
compared our scheme with well known existing schemes. Efficiency analysis shows that our scheme is more
efficient than existing schemes in terms of communication and computational costs.
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I.  Introduction
Digital signature is the cornerstone to secure all electronic transactions in our digital world. Digital
signature scheme are used widely for providing data integrity, authentication and non-repudiation for digital
communications. The security assurance of the traditional Public Key Cryptography (PKC) [1] is based on the
certificate, signed by a Certification Authority (CA), containing the relationship between the key pairs, i.e., a
public key and a private key, and the user’s identity. But certificate management leads to extra storage, large
computation and communication costs. Contrast with traditional PKC, ldentity Based public key cryptography
(ID-PKC) [2] does not need any certificate to ensure the authenticity of public/private key pair. In this system,
public key of a user is derived from the user’s identity and secret key is generated by a trusted third party called
Private Key Generator (PKG). Though ID-PKC successively removed the necessity of certificates, it suffers
from inherent key escrow problem. To overcome afore mentioned difficulties in PKC and ID-PKC, Al-Riyami
[3] presented a new structure called Certificateless Public Key Cryptography (CL-PKC) in 2003. In this system,
the full private key of a user is divided into two parts. The first part, called partial private key, is controlled by a
Key Generator Center (KGC). The second part is chosen by the user himself and remains secret to the KGC.
Hence this cryptosystem not only enjoys the advantages of ID-based cryptography but also eliminates the key
escrow problem by setting user’s full secret key as a combination of partial private key generated by KGC and
some secret value chosen by the user.
Based on the potential adversaries’ behaviour, we consider the following two types of attacks. We discuss the
security issues of CL-PKC by depending on which part of the private key is compromised.
1. Type I: Key Replacement Attack: The Adversary cannot access S but capable to replace the public key of
any user with a value of his choice.
2. Type 1I: Malicious KGC Attack: The Adversary can access S but cannot change the public key of any user.

To deal with different scenarios, digital signature schemes have evolved into many different variants.
One of such variants is aggregate signature. The aggregate signature scheme allows n signatures on n distinct
messages from n distinct users to aggregate a single signature. An aggregate signature scheme enables us to
achieve high efficiency by reducing either communicational overhead or computational cost or both. The
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concept of aggregate signature was first introduced by Boneh et al. [4].The aggregate signature schemes could
be used in many applications such as wireless sensor networks, secure routing protocols, banking transactions,
traffic control, military applications etc., where storage, bandwidth and computational complexity are of major
constraints. There are many CLAS schemes were proposed in the literature. Recently B. Kang et al. [5]
proposed an efficient CLAS scheme and claimed that their scheme is secure against Type | and Type Il
adversary. However we found that their proposed scheme is insecure against Type |l attack. Here we discuss
some important drawbacks of their scheme which led us to write this paper.

1. In the Setup algorithm they used three map to point hash functions which enormously increase the

computational cost.
2. In Signature Generation algorithm, the second part of the signature i.e. T;, was generated without involving

the message while using either secret key (x;)or random key (r;). This can make an attacker to forge a

valid signature on any message.
Due to the above drawbacks, B. Kang et al. scheme [5] is computationally inefficient and vulnerable to
Type-1I attacks. In this paper, we present the cryptanalysis of B. Kang et al. scheme by demonstrating how a
Type |l adversary can forge a legal aggregate signature on any message without any access to user’s secret
information. To overcome these drawbacks and to resist against the mentioned attacks, we improve the B. Kang
et al. scheme and present a concrete security proof. Our improved scheme is more efficient and secure against
the above said attacks.

Related Work: The first Certificateless Aggregate Signature (CLAS) scheme was proposed by Castro et al. [6]
in 2007. After that, many secure CLAS schemes have been proposed. In 2009, Zhang et al. [7] proposed a new
CLAS scheme. In 2010, Gong et al. [8] proposed a practical CLAS from bilinear maps. In 2012, Chen et al. [9]
presented an efficient CLAS scheme. In 2014, Zho et al. [10] presented a compact CLAS scheme. In the same
year Zhang et al. [11] presented a security analysis of CLAS scheme. In 2016, Kang et al. [12] proposed a
secure CLAS scheme. In the same year Kar et al. [13] proposed a short CLAS scheme. But all these schemes
require relatively more number of pairing operations in verification process and these operations increases
linearly with the number of signers in aggregation (verification) process and deviates from the goal of aggregate
signatures. Later, many researchers came up with CLAS scheme with fixed paring operations in aggregate
verification. In 2010, Zhang et al. [14] proposed an efficient CLAS scheme with constant pairings. In 2013,
Xiong et al. [15] proposed an efficient CLAS scheme with constant pairings. But Cheng et al. [16] presented a
cryptanalysis on Xiong et al. [15] scheme and proposed an improved scheme. In 2014, Chen et al. [17] and Liu
et al. [18] individually proposed different CLAS schemes with efficient verification. In the same year, Tu et al.
[19] presented a reattack on Xiong et al. [15] scheme. In 2015, Deng et al. [20] and Chen et al. [21] individually
proposed two different secure CLAS schemes. In 2015, Horng et al. [22] proposed an efficient CLAS scheme
for vehicular sensor networks. In the same year, Malhi et al. [23] presented an efficient CLAS scheme for
vehicular Ad-hoc networks. But most of the schemes [15,17,18,22] are insecure against different types of
attacks. Recently B. Kang et. al. [5] proposed an efficient certificateless aggregate signature scheme and claimed
that their scheme is secure against Type | and Type Il adversary.

Our Contributions: In this paper, we present the cryptanalysis of B. Kang et al. scheme [5] by demonstrating
how a Type II adversary can forge a legal aggregate signature on any message without knowing any user’s
secret information. Later, we improve B. Kang et al. [5] signature scheme and prove that the improved
scheme is efficient and secure against Type | and Type Il adversary.

Organization: The remaining part of this paper is structured as follows. Section Il presents a brief review of the
Kang et al.’s scheme. The cryptanalysis of Kang et al scheme is presented in Section III. In Section IV we
present our improved CLAS scheme with security analysis. Section V presents efficiency analysis. Finally
Section VI deals with conclusion.

1. Review of Kang et al. Certificateless Aggregate Signature
In order to facilitate cryptanalysis, we follow the notations from [5]. CLAS scheme for B. Kang et al. [5]
includes the following algorithms.
Setup: Given a security parameter 7, the KGC selects an additive group G;and a multiplicative cyclic group

G, with the same order q, and chooses a bilinear map e:G; xG; — G,. Then, KGC selects a generator of G,
P and random se Z; as the master key and sets system public key Ppy, =sP.KGC also picks four
cryptographic Hash functions. Hq,Hsz,Hy :{0,1}* -G, H, :{0,1}* ><{0,1}*><Gl><Gl —>Za.The system

parameter list is
params =(Gy,G,,e, P, Ppyy, Hy, Hy, Ha, Hy).
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Partial-Private-Key-Extract: KGC generates the partial private key D; for the user with identity ID; as

follows:
1. Calculate Q; = H{(ID;).

2. Output D, =sQ.
User Key Gen: This algorithm selects a random x; € Za as one user’s secret value, and generates the user’s
public key as R = x;P.
Signature Generation: Given state information w, one user U;with identity ID;and public key R signs a
message m; as follows.

1. Select a random number r, e Z;, calculates R; = P.

2. Calculate by =Hy(m;, 1D, R,Ri),Z =Hz(w),F =H,(w),and T, =hD; + %Z +F.

3. Output signature o7 = (R;,T;).
Aggregate: For n message-signature pairs (my, o1 = (R, T;)) (mp,0% =(Ry,T2)),.... (My, 0 =(R,,T,)) fromn
users Uy,U,,...,U,, (who has the same state information), respectively, any aggregate signature generator can

n
computeT = ZTi and output the aggregate signature o =(R;,Rs,...,R,, T).

i=1
Aggregate Verify: To verify an aggregate signature o =(Ry,R,,...,R,,T) o0on messages my,m,,...m, from n
users Uq,U,,...,U,, with identities 1Dy, 1D,,...ID,, corresponding public keysR,P,...,R,,and same state
information w, the verifier does the following steps:
1. Calculate Qi = Hl(IDi), hi = Hz(mi s |D| , P| ' Ri), for all |,1§| <n Z= H3(W), F= H4(W)

n n n

2. Verify e(T,P) =e(Poyp, »_hiQe(Z, > R)e(F,D_R)).
i=1 i=1 i=1

3. If the equation holds, output true. Otherwise, output false.

I11. Cryptanalysis for Kang et al. Certificateless Aggregate Signature Scheme
In this section we show the scheme proposed by B. Kang et al. [5] is forgeable under Type |1 attack.
Let ADV,be a malicious KGC, who knows the Partial secret key D; of a user with identity 1D;. Now

adversary AD\4can issue a sign query to obtain the signature o; on a message m; and a state of string w such
that o; =(R;,Tj) where Ry =riPand Ty =hD; + Z +r,F and hy =H,(m;, ID;, B, R;). Note that the ADV, does
not know the wuser’s secret value X directly. However, fromo;, ADV, can compute
Ty —hD; =x%Z +F =S; (say) since D;is known.

Now AD\can forge a signature of = (R/,T;) for any message m; under the same state string 'w'. For that,
ADVjsets R; =R and Ty = S; + y'D; where hy' = H,(m;, ID;, R, R)).

Since

e(Ti', P)

=¢(Sj +h'D;,P)

=e(xZ +rF +h'D;,P)

=e(Ppup. Ny Q)e(Z, R)e(F, Ry).

Hence o = (R/,T;) is indeed a valid signature for the message m; .

Similarly, ADV can forge all the users’ signatures on messages m; for i=1,2,3,...n and aggregates. Then the

forged aggregate signature is a valid aggregate signature for the message m; .
Discussion: The above attack on Kang et al. [5] scheme is possible because of the following reason. In our
attack, malicious KGC is able to compute x;Z +r;F without knowing the values of x; and r;. i.e. KGC can

compute one segment of the second part of signature which is associated with user’s secret value and random
key. This is possible, since these keys are not associated with the signing message. Hence KGC can forge the

DOI: 10.9790/0661-2006026068 www.iosrjournals.org 62 | Page



Cryptanalysis and Improvement of Kang et al. Certificateless Aggregate Signature Scheme

signature o; = (R;,T;) on any message, since the term xZ +nrF is not associated with the corresponding
message.

IV. Improvement of Kang et al. CLAS Scheme
To resist the above attack, the Kang et al. scheme can be modified as follows.
Improved CLAS Scheme:
1. Setup: Given a security parameter z, the KGC selects an additive group G; and a multiplicative cyclic

group G, with the same order ¢, and chooses a bilinear map e:G;xG; — G,. Then, KGC selects a

generator of G;, P and random s e Z; as the master key and sets system public key Py, =sP.KGC

also picks four cryptographic Hash functions. Hy,Hy :{0,1}* -Gy, Hy, Hj :{0,1}* _’Z;'
The system parameter list is params = (Gy,G;, e, P, Poyy, Hy, Hp Hg, Hy ).

2. Partial-Private-Key-Extract: KGC generates the partial private key D; for the user with identity ID;
as follows:
i. Calculate Q; = H{(ID;).
ii. Output Dj=sQ.

3. User Key Gen: This algorithm selects a random x; € Zg as one user’s secret value, and generates the
user’s public key as R = x;P.

4. Signature Generation: Given state information w, one user U;with identity 1D, and public key R
signs a message m; as follows.

i. Selectarandom number ez;‘, calculates R; =rP.

i. Calculate by =Hy(m;, ID;, R, R;), g; =Hz(m;, ID;, R, Ry), F =H4(w).

iii. Calculate T =hD; +(giX +1)F.

v. Output signature o; = (R, T;).

Note that users never collude with each other.
5. Aggregate: For n message-signature pairs (my, o1 = (R, Tp)) (My, 02 =(Ry, 1)),

(My,on =(R,,T,)) from n users Uy, U,,...,U,, (who has the same state information), respectively, any

aggregate signature generator can computeT = Zn:Ti and output the aggregate signature
i=1
o=(R,Ry,..R,, T).

6. Aggregate Verify: To verify an aggregate signature o =(R;,Ry,...,R,,T) on messages my,ms,..m,
from n usersUy,U,,...,U,, with identities 1Dy, ID,,...ID,, corresponding public keys R, P,,...,R,, and
same state information w, the verifier does the following steps:

i. Calculate Q; = H{(1D;), hy =H,(m;, 1D;, R, R;), gi = Hz(m;,15;,R,R})
foralli,1<i<n, and F = H,(w).

n n
ii. Verifye(T,P) =e(Poyp, > hQ)e(F, D R +g;R).
i=1 i=1
iii. 1f the equation holds, output true. Otherwise, output false.

Security Analysis: The improved CLAS scheme is secure against Type | and Type |l adversaries. The security
proof is similar to that of Kang et al. scheme.

Theorem 1: The proposed certificateless aggregate scheme is existentially unforgeable against Type | adversary
under the assumption that the CDH problem is intractable.

Proof: To prove the proposed scheme is existentially unforgeable against Type | adversary, we show how a
CDH attacker N; uses Type | adversary A; to compute abP from (P,aP,bP).

Setup: N, sets system public Py, =apand params =(G;,G,,e, P, Ppyp, Hy, Hy, Hz, Hy ) and sends params to
A;. Ajexecute the following types of queries in an adaptive manner.
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H, queries: There is a list Hl'ist to record H; queries. When A queries H (1D;), the same answer will be given

if the query can be found on Hl'iSt. Otherwise, Nisets Q; =¢; ez; at random and flips a coin ¢; €{0,1}.If

C; =0, Nysets Q, =¢(bP),adds (ID;, L, Q;,c;)to Hl”st and returns Q;.Otherwise, N;sets Q =¢P, adds

(ID,,&,Q;,¢)to H® and returns Q;.
H, queries: There is a list H'zis‘t to record H, queries. When A queries H,(m;, ID;,R,R;), the same answer

will be given if the query can be found on H'ZiSt. If the query cannot be found on H'ziSt, N, picks a random

8 €Zq, adds (m;,1D;,R,R;, &) to H 2% and then returns &,
Hs queries: There is a list HéiSI to record Hjqueries. When A queries Hs(m;, ID;, B, R;) , the same answer

will be given if the query can be found on HéiSt. If the query cannot be found on HéiSt, N, picks a random

& eZs, adds (m;, 1D;, R, R;.¢)to HéiSt and then returns ;.
H, queries: There is a list HESt of tuples (w;, 4, F) to record H,queries. When A queries Hj(w), the same
answer will be given if the query can be found on HESt. Otherwise Nqpicks a random g4 ez;, calculates

F = 14P,adds (wi, 24, F)to HESt and then returns F,.
Partial-Private-Key queries: N keeps a list KISt 1o Partial-Private-Key queries. When A queries a Partial-

Private-Key and the query can be found onK't, N, first does a H;query on ID;and finds the tuple
(15;,&,9Q;,¢;) onthen N, does as follows.
1. If ¢; =0, N; aborts.

2. Elseif there isatuple (ID;,x;,D;,R)on K"t N, setsand returns D;.
3. Otherwise, calculates Dj = &Py, et X =R =L, return D;as answer and add (1Dj,x;,D;,R) on

K'lst
Public-Key queries: To answer a Public-Key query on 1D, if the query can be found on K1t the same answer
will be given. Otherwise N, does as follows.
1. If there is a tuple (ID;,¥%,D;,R)on K"t (in this case, the public key Rof ID; is L), choose
X ez;, compute R’ = X;'P, return P,"as answer and update (1D;,x;, Dj,R) to(ID;, %', D;,R).
2. Otherwise, select x; eZa at random, calculate R =x;P,return R as answer, set D; =Land add
(ID;, %, D;,R) to K™,
Secret-Value queries: On receiving a Secret-Value query on 1D;, firstly, N;makes Public-Key query on 1D,

then finds (ID;,x;,D;, R) on list K™, returns x;. (Note that the value of x; may be 1 ).
Public-Key-Replacement queries: When N;receives a Public-Key-Replacement query, N, first finds

(I5;, %, By, R) on list KISt if such tuple does not exist on Kist o R =1, N first makes Public-Key query on

ID;, then updates P to B'.

Sign queries: When Njreceives a Sign query on m;by one user with identity 1D;,firstly N, recovers

(ID,,&,Q;,¢;) from H{™, (m,1D;, R, R, &) from HY, (mi, 1D, R, R;,¢)from HY, then does as follows.
1. If ¢; =0,select r, eza,set R; :—yf1(5iQi +P)-aR.F = Ppy, and record (W, L, 14Ppp) ON

list

list Hy list

» then sets T; = Py, output o = (R, T;). Here &;, ¢, are taken from H'ZiSt, H3™ respectively.
2. If ¢ =Lselect r eZa,sets Ri =hP+4R, T, =6&Poy, + 4P and  output o7 =(R;,T;). Here

S\, u are taken from HYS, HISt HIt respectively.
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Forgery: A outputs a forged aggregate signature o = {Rf, Ry.on R:,T*} under a set U of n users with identities

L ={mfm:} and a state information w’. There exists | {1,....,n} such that A has not asked the partial
private key for ID,, and the sign query on (mT, IDT, Pl*). Let 1 =1. Then the forged aggregate signature satisfies
n n * * * * * * *
e(T",P)=e(Poup, 2 W Q) )e(F ™, X R +giR) (1) where Q; = Hy (D), hj =Ha(m;,1D;, R, Ry),
i=1 i=1
g =Hg(m ,ID; ,R",R), F =H,(w").
N,finds  (ID],&,Qf.c;) from H{, (m{,1D,R",R,5;) from  HIt (m, 1D, R",R{, &) from HI,
W,z F)from HYS
aborts.

n n
From Eq (1), it holds E(T ,P) :e(PPUb’thl)e(PPub'Zhi Qi )E(F ,ZRi + 0 pl )
i=2 i=1

foralli,1<i<n. Njproceeds only if cf =0, ci* =1for all i,2<i<n.Otherwise, N;

n n -1
= e(Ppyp, Q) =e(T", P)[e(Ppub, > hQ)e(F YR +gR) J ©
i=2 i=1

But Q =& (P),h =5,0 =¢,F =x Pand for all i2<i<n Q =&P,h =6,0 =4 .

-1
n n
Substituting in Eq. (2), we get e(Ppyp, 5, &1 (bP)) =e(T ", P) [e(Ppub, > 56 Ple(u’P,Y.R +4R) J .
i=2 i=1

-1
:e(aPﬁfsf(bP»=e(T*,P)[e(P,zcsi*e?Ppuwe(P,[zRi*+¢.*P.*Ju*>] .

i=2 i=1

= abP = (5767) " [T* —(i 5 & Ppup + K*ﬂ*ﬂ, where K” = {i(R? ¥ ﬂ*ﬂ*)}
i=2 i=1

*

n n
Hence, the challenger N; can calculate abP = (¢,5; ) [T (Z 5, & Poyp + Z(Rl* +¢§*P,*),u*ﬂ.
i=2 i-1

Theorem 2: The proposed certificateless aggregate scheme is existentially unforgeable against Type Il
adversary under the assumption that the CDH problem is intractable.

Proof: Due to the space constraint, we briefly prove the proposed scheme is existentially unforgeable against
Type Il adversary, and show how a CDH attacker N, wuses Type Il adversary A, to compute

abP from (P, aP,bP).
Setup: Firstly, N, picks a random 7 Z; as the master-key, and sets system public key Po, =7p and system

parameters params =(Gy,G,,e, P, Poyy, Hy, Hy, H3, Hy ). Then he sends params and the master key nto Ay.

Since A, has access to the master-key, there is no need to handle H, as random oracle.

H, queries: There is a list H;iSt to record H,queries. When A queries H,(m;, ID;,R,R;), the same answer

will be given if the query can be found on H'ziSt. If the query cannot be found on H'ziSt, N, picks a random

i ez;, adds (m;, 15;,R,R;,5;) to H'ziSt and then returns ;.
Hs queries: There is a list HéiSt to record Hgqueries. When A queries Ha(m;, ID;, R, R;), the same answer

will be given if the query can be found on HéiSt. If the query cannot be found on HéiSt, N, picks a random

& eza, adds (m;, 1D;, R, R, ¢)to HéiSt and then returns ;.

DOI: 10.9790/0661-2006026068 www.iosrjournals.org 65 | Page



Cryptanalysis and Improvement of Kang et al. Certificateless Aggregate Signature Scheme

H, queries: There is a list HESt of tuple (w;,z4,F) to record H,queries. When A queries Hy(w), the same

answer will be given if the query can be found on HESt. Otherwise N, picks a random g ez;, calculates

F = (bP),adds (W, 2, F)to Hi and then returns F.
Public-Key queries: To answer a Public-Key query on 1D, if the query can be found on K"t the same answer

will be given. Otherwise N, picks x; ez; and flips a coin ¢; €{0,1}.1f ¢; =0, N, returns x; (aP), adds

(15;, L, D;, B, cj) to list KISt Otherwise, it calculates R =x;P,and adds (1D;,x%,D;,R,¢;) to K"Stand returns
R.
Secret-Value queries: On receiving a Secret-Value query on ID;, firstly, N, finds the tuple on KISt yf ¢; =0,
N, aborts, otherwise, returns x;.
Sign queries: When N, receives a Sign query on m;by one user with identity 1D;, first N, recovers
(ID.,%,D:,R,c) from K™ (m, 1D, R,R,&)from HI (m, 1D, R,R.,4)from HI, (w, s, F) from
H4St, then does as follows.

1. If ¢ =0,select rieza,set R =rP—-4R.T, =rF +5D;and output o; =(R;,T;). Here &;,¢ are

taken from HgSt, HéiSt respectively.

2. If ¢, =1, N, executes the standard sign algorithm to generate and output o; = (R;, T;).

Forgery: As in Theorem 1, A)outputs a forged aggregate signature a*:{Rf,R;...,R:,T*} and hence N,

1
n n
calculates abP as follows. e(F~,R; +g; P ) =e(T ", P)(e(Ppub,Zthi*)e(F*, SR+ gfp,*)] .
i1 i—2

1
n n

=e(u bP,R; +0;x aP) =e(T ,P)(e(nP,Zhi Qi Je(x bP, D R +0; X; P)J .
i-1 i=2

-1
n n

= e(u'bP, g;x;aP) = e(T ,P)[emP,Zhi Qe(uoP, > R} +97 X P)e(u bP,Rl)j .
i=1 i=2

= abP = [T* —[mei*q* + 2+ ) 0P) +ﬂ*r1*(bp)ﬂ(ﬂ*¢1* 7 ®3)
1 i=2

Hence the challenger N, can output abP as described in Eq. (3).

V. Efficiency Analysis
In this section we present the performance analysis of our proposed scheme. We compare our scheme
with the schemes [5, 17, 23], which were compared in Kang et al.’s scheme. We consider the experimental
results [24-27] to achieve the comparable security with 1024-bit RSA key, where the bilinear pairing (Tate

pairing) is defined over the super singular elliptic curve E/ Fp: y2 =x3 + x with embedding degree 2 and the

160-bit Solinas prime number q =219 4 27 L1 with 512-bit prime number psatisfying p+1=12qr. The
details of these operations and their conversions are presented in Table no 1.
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Table no 1: Notations and descriptions of various cryptographic operations and their conversions

Notations Description
Tum Modular multiplication operation in Z;
Teu Elliptic curve point multiplication,

(Scalar multiplication in G, ), Tg, =29T\,

T - S
&P Bilinear pairing in G, , Tg, =87T,,
Ty Simple hash function which is negligible
Turen Map to point hash function, 1T,;;p, =1Tgy =29Tym
Ton Elliptic curve point addition in G, , T, =0.12T,,,
Table no 2: Comparison of Computation Cost
Scheme Sign. Cost Agg. Verif. Cost Total Cost
[17] 4Ty, +3Tp, 3Tgp +2nTg, +2nTp, (203.36 +58.24n)
=116.36T,,, = (87 +58.24n) Ty Tum
(23] 4Ty +2Ton 4Tgp +2nTg + (3N —3)Tpa (231.88+61n)
=116.24T,,,, = (115.64 + 61n) Ty Tum
(5] 4Tg, +2T,, 4Tgp +nTgy + (BN =DT,, (232.12+29.36n)
=116.24T,,, =(115.88+29.36Nn) T\ Tum
Ours 3Ty +2Tp, 3Tgp +2nTgy, +(Bn—1)Tpa (174.12+58.36n)
=87.24T,,, =(86.88+58.36n)T,, Tum

We now analyze our improved aggregate signature scheme and compare it with [5, 17, 23]. L. Cheng et
al. scheme [17] requires four scalar multiplications, three point additions to produce a digital signature and three
bilinear pairings, 2n scalar multiplications and 2n point additions for aggregate signature verification. Thus, L.
Cheng et al. scheme [17] needs 4Ty, +3Tpp =116.36Tyy, for signature generation and 3Tgp +2nTgy; +2NTpp

= (87 +58.24n)T\y\ for aggregate signature verification. Hence the total computational cost of L.Cheng et al.
scheme [17] is (203.36+58.24n)Tyu -

Similarly, H. Chen et al. scheme [23] requires four scalar multiplications, two point additions to
produce a digital signature and four bilinear pairings, 2n scalar multiplications and (3n-3) point additions for
aggregate signature verification. Thus, H. Chen et al. scheme [23] needs 4Tg\ +2Tpp =116.24Tyy, for

signature generation and 4Tgp +2nTgy; +(3n—3)Tpp = (115.64 +61n)Tyy, for aggregate signature verification.
Hence the total computational cost of H. Chen et al. scheme [23] is (203.36 +58.24n) Ty -

Kang et al. scheme [5] requires four scalar multiplications, two point additions to produce a digital
signature and four bilinear pairings, n scalar multiplications and (3n-1) point additions for aggregate signature
verification. Thus, Kang et al. scheme [5] needs 4Tgy; +2Tpp =116.24Ty,, for signature generation and
4Tgp +NTgy +(Bn—1Tpp = (115.88+29.36n) Ty, for aggregate signature verification. Hence the total
computational cost of Kang et al. scheme [5] is (232.12+29.36n)Tym -

Our improved scheme requires three scalar multiplications, two point additions to produce a digital
signature and three bilinear pairings, 2n scalar multiplications and (3n-1) point additions for aggregate signature
verification. Thus the proposed scheme needs 3Tgy +2Tpp =87.24T)y for signature generation and

3Tgp +2nTgy +(Bn—1)Tpp = (86.88+58.36n)Ty\ for aggregate signature verification. Hence the total
computational cost of improved scheme is (174.12 +58.36n) Ty -

The detailed comparison of our scheme with the existing schemes [5, 17, 23] is presented in terms of
computational complexity and their results are presented in Table no 2. From Table no 2, it is clear that the
individual/total computational cost of our scheme is much less than the schemes presented in [5, 17, 23]. Thus,
our scheme has most excellent performance when compared to all other schemes.

VI. Conclusions
In this paper, we presented some drawbacks of B. Kang et al. scheme and described about the
possibilities of forging the signature by an adversary. Later we presented the cryptanalysis of B. Kang et al.
scheme by demonstrating how a Type Il adversary can forge a legal aggregate signature on any message without
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any access to user’s secret information. We proved that Kang et al. scheme is not secure against malicious KGC
attack. Furthermore, we presented an improved version of B. Kang et al. CLAS scheme. The proposed CLAS
scheme can resist against various attacks and more efficient than well known existing schemes. The proposed
scheme is proven secure in Random Oracle Model under the assumption of Computational Diffie-Hellman
Problem is hard. The concrete security proof assures that our scheme is secure against Type | and Type Il
adversary. We compared our scheme with well known existing schemes. Efficiency analysis shows that our
scheme is more efficient than existing schemes in terms of communication and computational costs.
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