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Abstract: Computer networks need security in place to protect IT systems. As computer networks are
everywhere, it is essential to have a mechanism for selective data stream blocking. This paper presents a tailor
made mechanism that is responsible to monitor, detect and block as per the definitions associated with the
customized mechanism. The proposed mechanism blocks data packets after verifying the protocols that govern
the proposed mechanism. The empirical results revealed that the mechanism is robust and can be used in the
real world networks.
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l. Introduction
First of all computers were standalone and have no business with other computers. Now the situation is
totally changed and computer can’t stand alone and needs to be connected to other system to form a network in
order to reap benefits such as sharing of resources and information. The term network does mean that [1] a set of
interlinked lines to form a net. For instance network of roads, network of telephones, and network of airlines and
so on. However, the computer network is a network which has two or more computers interlined for sharing
information and resources. Such networks are of many types again. Each network should have a protocol or a
set of rules and regulations to be followed by both server and client machines that reside over network. The
networks are classified into LAN, MAN, and WAN. Apart from this networks may be wired or wireless and
with further classifications in turn. Whatever be the form of computer network, the data is flown over network.
It does mean that data streams are being transmitted. The origin of data stream might be a computer in the local
area network or any other system that is somehow associated with network. The data flow over network has to
be monitored for security reasons. Incase if any adversaries and certain attacks are suspected, the data streams
are to be blocked. The communication path at network layer can be interrupted and let the data packets to
identify themselves. As an alternative, the nodes can try to find information themselves. It can be achieved by
analyzing the application layer and which is part of data communications [2]. The drawbacks of the both
methods include:
e Itisnot possible to gather user information in either active or passive fashion.
e Performance gets reduced if passive gathering of information is involved and it also involved
implementation effort.

1. The Need For Customized Mechanism
Both active and passive approaches are two extremes. There exists an approach between these two
extremes in which the applications and data packets are monitored and thus overcoming drawbacks and
disadvantages that are prevailing with respect to existing techniques or methods [3]. Thus the proposed
mechanism acts like a bridge between the active and passive mechanisms that paves the way to a robust way of
blocking data packets that are being flown over network.

11, Techniques Used As Of Now

As of now the technologies used in the area of networks include closing down network switches
closely; banning data transfer, making use of a network sniffer; the usage of firewalls; and intrusion detection
systems. These are essential technologies required by the prototype application. To prevent data stream
circulation over network, it is essential to prohibit particular kinds of applications or the corresponding data
streams from getting circulated over network. To block data streaming another technique is to leave the network
with limited connectivity or no connectivity. Network sniffer can also be used that can intercept and log the
packets moving around over network. As data is flown over network the sniffers [4] examine the packets and
block if necessary. Firewall is another security approach that automatically monitors the incoming and outgoing
packets that are being flown over networked nodes [5]. This security mechanism is capable of blocking data
streaming selectively. Firewalls are of many types. They include packet filtering, circuit relay, and application
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level gateway. In this kind of firewall only address information and protocol of each packet are verified. The
context of the packets and their content are ignored. In the local network and host firewall does not pay any
attention towards sources of incoming data.

As per [6] the filtering is a process of verifying incoming and outgoing data packets over network and
taking decisions based on rules and policies weather to allow them or deny them. Circuit relay is another kind of
firewall where connections are validated before allowing data exchange. Instead of allowing or not allowing
packets simply, it also verifies the validity of connections among the nodes and takes decision if the source and
destinations are legal. Based on the factors like destination IP address, protocol, user, port, and password, source
IP address whether a connection is valid or not is determined [7]. Application level gateway [6] works at the
application level of the backbone of network i.e. TCP/IP. As expected it verifies all incoming and outgoing
packets at application level only. The gateway automatically drops the packets which are not valid. They also
ensure that unwanted traffic from outside sources does not enter into the network [7]. It never routes any traffic
on the network layer of OSI model. All the data stream packets are stopped at gateway and then routing
decisions are made if they are valid. Otherwise the packets are discarded.

Intrusion detection systems are tools that ensure secure communication in networked nodes. They
monitor network flows and find any malicious data is flown among the networked systems. This tools works
like a sniffer that can detect malicious content being flown. It is capable of verifying signatures and VIRUS and
then logs the details for future retrieval and revisions. Table 1 summarizes the disadvantages of all the
techniques discussed so far.
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V. Proposed Mechanism

The aim of the proposed mechanism is to monitor and detect data packets that need to be blocked
selectively. The strategy followed to achieve the aim is to identify target applications and develop a
rule/definition bank that is used for blocking data stream selectively. The checking data pockets’ process is done
in two different phases. Header inspection is the first phase while the second phase is that the packets are to be
matched with the sample packets. Only the packets whose header packets are suspected. Freeway is another
concept in which if packets initially shows the proof of evidence that they are genuine, the subsequent packets
are allowed without verification. Aging is another technique which is modeled after process synchronization.
All data transmissions are kept in queue. Before sending data from one node to another node it gets verified
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now. After reaching some threshold data packets move into freeway. However, priority decreases because the
time is increased. The priority is known as immunity. The process comes back in queue in order to get
immunity. Thus the aging principle is implemented in an improved form and perspective. The features of
proposed solution and their advantages are as given below.

Freeway—Once a stream is verified sometime, the packet flow is not interrupted for the purpose of checking.
Aging—infinite transmission from a connection is prevented.

Header Check-used to achieve increased throughput and speed.

The criteria and corresponding advantages are as given below.

Accuracy—The proposed mechanism achieves more accuracy in finding the data streams that are to be blocked
selectively.

Security—The proposed architecture causes the operations like spoofing and masking to fail
Maintenance—Maintenance is easy as the mechanism expects only sample data packets for updating database
containing definitions.

Speed-The dynamic mechanism yields lower speed while the customized mechanism yields higher speed. We
preferred the latter keeping the aim of the paper in mind.

V. Experiments
The experiments are made by using a customer simulator application. The environment and the functionalities
of the application are as described below.

i. Environment

The environment used to build customer simulator that demonstrates selective data stream blocking
mechanism for networks include a PC with 2 GB RAM, 2.93 GHz processor, JDK 1.6 (JSE 6.0) for simulator
development, Eclipse as an IDE (Integrated Development Environment). Java programming language,
especially its SWING package and networking packages are used to build the functionality of the prototype
application.

ii. Custom Network Simulator

The application developed to simulate an environment where selective data stream blocking
mechanism for networks is demonstrated has the user interface shown in fig. 1 for vehicular network represents
a CAR.

"~ Sebactin 14 Sy e Bcig Mechamn fod Itawds PR
Selective Data Stream Blocking Mechanism for Networks

CAR?
Ca?  Hxchyg

Bl

Fig. 1 — CAR screen of vehicular network
As can be seen in fig. 1, the Ul which represents CAR in the vehicular network is capable of sending
messages to any other car in the network. However, the messages go through a road side unit which acts as a
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router. The aim of this paper is to have mechanisms for selective data stream blocking for networks. Towards
this end, the blocking option is used. The Ul of road side unit in the vehicular network is represented as figure
shown below.
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Fig. 2 — Ul of road side unit in vehicular network

As can be seen in fig. 2, the screen represents road side unit of vehicular network. It has provisions to
send messages to other road side units and also cars in the network. It can send messages to active vehicles and
also act as router between the vehicles. It does mean that when a vehicle sends message to other vehicle that
message goes through the router that is road side unit. RSU can also block the messages when it is busy. The
blocked messages are viewed here. The blocked messages are resent when it is free again. Selective data
streaming is what happens as described in this paper. When messages are arrived to router, it presents them on
the screen as shown in fig. 3.
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Fig. 3 — RSU showing messages

When messages are blocked as per the mechanisms discussed in this paper, they are presented in a
graphical window. The blocked messages and other relevant details are presented in a text area. The listening
option in the main window lets router listen for incoming data and report number of packets reached at the
router and number of packets yet to be sent to the intended destination. The learning option in the main menu
lets the router to report you that from whom the data or packet has come and whom it has to be reached and
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what data to be sent to the destination. The switching option in the main menu lets he switching operation in the
router module is used to forward the packets to the destination. The operations it handles include forwarding,
discarding and filtering. Forwarding lets packet or data which kept stagnant at the router for long time to be
forwarded to destination. Discarding lets Packets which need not be sent to the destination to be deleted at the
router itself. Filtering lets packets or datagram’s at router to be sent to any other destination.

iii. Observations

Packets from the router machine are received at destination machine and these they are reassembled
into original message and written into a file with destination machine name. However, the demonstration of
selective data stream blocking mechanism for networks.

VI. Conclusion
With respect to network and security aspects, this paper presents a new customized mechanism meant
for detecting and blocking data streaming selectively. This is because the dynamic model lowers speed while
customized mechanism gives higher speed. In the proposed approach user can determine which kind of
mechanism to be deployed keeping the cost in terms of speed in mind. The experimental results revealed that the
proposed customized mechanism yields good results in terms of speed and blocking as discussed in this paper.
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