IOSR Journal of Electronics and Communication Engineering (IOSR-JECE)
e-1SSN: 2278-2834,p- ISSN: 2278-8735.Volume 8, Issue 6 (Nov. - Dec. 2013), PP 70-74
www.iosrjournals.org

Security Based Performance Analysis in Optical CDMA Network
Systems

Mohamed Mansour Shukra®, Arvind Kumar Jaiswal®, Mukesh Kumar®
M. Tech. in optical fibre Communication Engineering in Department of Electronics and Communication
Engineering in SHIATS, Allahabad, India.
?Prof. and Head of ECE Dept at SHIATS-Allahabad, India.
3 Asst. Prof. in the Department of Electronics & Communication Engineering in SHIATS, Allahabad, India.

Abstract: (OCDMA) is an alternative method, which performs encoding and decoding through an optical
signature code, in order to allow the selection of a desired signal so that different users can share the same
bandwidth. In such a systems, data signal overlap both in time and wavelength.

Tradeoffs between security and performance in optical CDMA are presented. Confidentiality against
eavesdropper interception strategies for optical CDMA is considered. Coherent detection and combining
signals shows better confidentiality than the incoherent one. Spectral amplitude optical CDMA based on
Modified Double Weight (MDW) systems, with different code dimension, is investigated. Increasing the network
system capacity or maximizing authorized specified SNRs will lead to eavesdropper to detect high SNRs.

l. Introduction

Communication network system provides data transfer service for customers. Further requirement such
as performance, security, and reliability characterize the quality for the transfer service. However, these
requirements affect each other such that a decision has to be made for cases in which all or some of the
requirements are desired but cannot be fulfilled.

The research activities in secure communication networks have paid little attention to the tradeoffs
between security and other quality requirements of the communication service. While security is of prime
concern in secure group communicating systems in both wireless and optical networks, security mechanisms
employed often have implication on the performance of the system

Optical code-division multiple access (OCDMA) is a multiplexing technique adapted from the
successful implementation in wireless networks. Optical CDMA systems are getting more and more attractive in
the field of all-optical communications as multiple users can access the network asynchronously and
simultaneously with high level of security.

Compared to OCDMA the other multiplexing techniques and Wavelength Division Multiplexing
(WDM) and Time Division Multiplexing (TDM).

The potential provided by optical CDMA for enhanced security is frequently mentioned in several
studies using different techniques and approaches such as quantum cryptography and chaotic encryption
systems. Another approach to enhance security has been proposed using optical encoding techniques such as
fiber Bragg gratings (FBG) to implement optical CDMA systems, Their degree of security depends on code
dimensions being used.

There are five classes of security services in the field of secure data communication system:
Authentication, access control, confidentiality, integrity and non-repudiation services. Table 1 shows the
classification of the security service according to the OSI security Architecture

Table 1: Classification of the OSI Security Service

Security Services Subclasses

Authentication Peer entities
Data origin

Access control Communication services, Hosts, Networks,
Subnets, etc.

Confidentiality Data (connection-oriented, less, selective field)
Traffic-related data

Integrity Data (connection-oriented, less, selective field)

Non-repudiation Data (origin and/or delivery)
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1. Confidentiality In Optical Cdmasystems
The security services of a network have four fundamental objectives designed to protect the data and
the network’s resources. These objectives are:
» Confidentiality: ensuring that an unauthorized individual does not gain access to data contained on a resource
of the network.
+ Auvailability: ensuring that authorized users are not unduly denied access or use of any network access for
which they are normally allowed.
 Integrity: ensuring that data is not altered by unauthorized individuals. Related to this is authenticity which is
concerned with the unauthorized creation of data.
» Usage: ensuring that the resources of the network are reserved for use only by authorized users in appropriate
manner.
The degree of security in any security investigation can be powerfully affected by many assumptions.
These assumptions include that eavesdropping at locations shown in figure 1 carried out with proper tools that
are simple to realize using commercially available technologies and components, and attackers (eavesdroppers)
are technologically intelligent with knowledge about signals being transmitted in optical CDMA networks (i.e.
architecture of networks, types of signals, data rates, type of encoding, structure of codes, synchronization,
...etc). According to the well-known Kerckhoffs' principle in cryptography, one should assume that
eavesdropper knows everything about cryptographic algorithm except for the key.

Eavesdropper Eavesdropper
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Star Coupler
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Transmitter K — Receiver K

Fig.1. Places for an eavesdropper to intercept signals

Figure 1 shows the potential places to tap a signal from the user. However, when only one user is active in the
network, optical CDMA scheme cannot guarantee physical layer security any more. In this case, an
eavesdropper may intercept and extract information data simply by applying a band limited photodetector (PD),
without the detailed knowledge of the code. The band-limited PD integrates energy within a bit period and
converts noise-like OCDMA waveform into clean data signals. Even in a multi-user active OCDMA network,
there can be a single user link as reported in recent systemic theoretical analyses.

Il. Eavesdropping (Attacker)
The degree of security in any security investigation can be powerfully affected by many assumptions;
these assumptions include that Eavesdropping at locations. Attackers (eavesdroppers) are technologically
intelligent with knowledge about signals being transmitted in optical CDMA networks

V. Security And Performance Tradeoffs

In security environments, it is believed that an inherent tradeoffs between networks performance and
security exist which lead many network designers to seek a balance between both of them. Depending on the
confidentiality measurement required between communicating networks, different sets of optimizations can be
considered, the relationship of performance and security has been investigated in model-based evaluation. Their
approach is illustrated based on the premise that there are significant similarities between security and
reliability.

The combination of security and performance poses interesting tradeoffs that have high relevance
especially in modern systems that are subject to requirements in areas, performance and security. Ensuring
confidentiality against eavesdropper interception strategies for optical CDMA is conducted to investigate
limitations and tradeoffs between security and performance.

Modified Double Weight (MDW) code has been proposed for spectral amplitude coding optical
COMA system. MDW is the modified version of Double weight code and its code weight can be any even
number that is greater than two. The MDW code possesses ideal cross-correlation properties and exists for every
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natural number n. As a family of spectral amplitude code, MDW can be represented by (N, W, L) notation where
N is the code length, W is the code weight, and A is the in-phase cross correlation. Increasing these code
dimensions has good impact on confidentiality, because eavesdropper would need to detect higher SNRs.

Using the modeling approximations of, per signature chip SNR of the eavesdropper is related to the per data bit
signal-to-noise ratio (SNR) of the user by the following relationship:

Noed

vi= o (DEEY W)

w is the code weight of the code being used, M, is the maximum theoretical number of simultaneous users at a
Ey

specified maximum BER, T is the required user SNR (per data bit) to maintain the specified BER, My is the
actual number of simultaneous users supported, and ;edd is the eavesdropper’s effective SNR per code chip.
Oe

Where o represents several system design parameters as following:

ety

o= )

e; is the eavesdropper’s fiber tapping efficiency, n, is the number of taps in the broadcast star coupler that
distributes user signals, a., is the ratio of the eavesdropper’s receiver noise density to the authorized user’s
receiver noise density, e, is the authorized user receiver’s multichip energy combining efficiency. Figure 2
shows the effect of combining multiple code pulses for both coherent and incoherent detection schemes. The
eavesdropper is assumed to use a receiver that is equal in sensitivity to the authorized user’s receiver (.4 = 1).
It is assumed that the total number of taps in the star coupler, is n,, = 100 with a tapping efficiency of e, = 0.01.
Since, e,, is equal to one and between zero and one for coherent and incoherent detection respectively, coherent
detection with combining signals shows better confidentiality than the incoherent one.

sssssss

Fig. 2. Effect of combining multiple code pulses for both coherent and
incoherent detection schemes.

Fig.3. Per chip code SNR as a function of theoretical system capacity

The figure 3 shows a contradiction between network system performance and security. Increasing the network
system capacity will lead the eavesdropper to detect high SNRs. Another limitation can be shown in figure 4,
where high SNRs are specified
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Fig.4. Per chip code SNR as a function of theoretical system capacity for different specified authorized SNRs.

Due care has taken to these limitations under consideration. If 50% of the system capacity is provided, specified
authorized SNRs between 6 dB to 7 dB are Suitable for eavesdropper to get encoded pulse SNRs between 6 dB
And 7 dB, respectively. Their corresponding bit error rates BERs are nearly 10-2and107%, respectively as
shown in figure 5.

BERS s a functon of theoretcal system capacity fordiferent specifed authorized SNRs
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Fig.5. BERs as a function of theoretical system capacity for different specified authorized SNRs

Wide bandwidth enhances SNRs for both authorized user and eavesdropper, which increases the possibility of
eavesdropping. Therefore, from the security viewpoint, one should minimize the eavesdropper ability to detect
code word pulses by controlling the authorized performance to reasonable throughput. This leads to security
impact over system performance as shown in figure 6.

Secuity Impact Over System Performance for Spectral Ampltude optical CDMA based on MDW Code Systems

P——
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Single Spectral Chip Bandicth (Gh2)

Fig.6. Security impact over system performance for spectral amplitude optical COMA based on MDW code
systems

To improve the degree of security, it has been to necessary to reduced the bandwidth of the encoding chip. This
reduction has not affected the system performance. By reduction in spectral chip from 50 GHz to 25 GHz, the
authorized user and eavesdropper could obtain SNRs of 22 dB and 16 dB respectively. These values are
corresponding to bit error rate BERs of nearly 10™2and 10~ respectively. The maximum acceptable system BER
is assumed to be 107, Decreasing spectral chip, below than 25 GHz, has affected the authorized performance
forcing to use error correction codes techniques used in commercial optical communications.
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V. Conclusions
Simulated design has been investigated for evaluation of system performance. Following are

summarized observation:

Coherent detection with combining signals shows better confidentiality than the incoherent one, In the

network system if one user is active, the optical CDOMA scheme cannot guarantee physical layer any more, If the
network capacity is increased, that will lead to eavesdropper to detect high SNRs, Higher SNRs will increase the
eavesdropper possibility of attack, Wide bandwidth enhances SNRs for authorized user and eavesdropper, To
detect the information data from the eavesdropper the signal to noise ratio SNRs must be reduced without
effecting the system performance
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