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Abstract: The importance of key management protocol in ensuring secure communications in WSN is
undeniable. This paper presents an IBE-Trust security framework utilizing the well-known identity based
encryption scheme not to only establish secure communications but to ensure the trustworthiness of the
communication between sensor nodes and base station. The framework incorporates ideas from Trusted
Computing Group (TCG) and the Identity based cryptosystem developed by Boneh Franklin in ensuring trusted
and secure communications between sender and receiver. The framework and proposed implementation
procedures are briefly discussed. The proposed framework which was developed on TinyOS platform was
simulated using TOSSIM on Micaz nodes and a study was carried out to compare memory utilizations of the
proposed security framework with those obtained in a recent similar work.

l. Introduction

Wireless Sensor Networks (WSN) is proven to be a useful technology especially in the area of data
gathering and monitoring. As consequences, the technology has been applied in many areas ranging from basic
temperature measurement to complex applications such as in health and medical and military. Security issues
related to Wireless Sensor Networks (WSN) is therefore a must in ensuring the credibility of WSN applications
and its services. Until recently, majority of works on securing WSNSs relied on symmetric cryptography.
Although its overall efficiency is better than asymmetric cryptography or public key cryptography (PKC), the
symmetric key distribution scheme is unable to provide the level of security offered by public key based
systems. As such there is a growing interest within the research community to look for possibilities of reducing
energy consumption of public key cryptography, to make it feasible for energy constrained environments such
as WSNs.

The Elliptic Curve Cryptography (ECC) which is based on random elliptic curve has been found
feasible for WSNs [1- 3]. It has been proven to provide the same level of security offered by an RSA-based
system with a large modulus with a much smaller key size thus reducing storage and transmission requirements.

1. Key Distribution Scheme
1.1 ID-Based KeyAgreement Scheme

ID based key agreement scheme is based on an Elliptic Curve Cryptography (ECC) type algorithm.IBE
has simplified the certificate based public key encryption scheme, in certificate based public key scheme, a user
has to verify another user’s certificate before his/her public key can be used. This of course induce large
memory and high computing time to store and to verify others certificate.

In IBE, an arbitrary string is used as a public key. Public key can be calculated from any string such as
email, project name or any other string. No CA is needed to extract the certificate. One main characteristic that
differentiates IBE from other server-based cryptographic is the communication-less with the server during
encryption operation where the sender only needs to know the recipient’s ID for it to encrypt the message.

IBE scheme consists of four algorithms which is explained below:

a) Setup — This process should be done by Trusted Agent (TA). In WSN, TA can be the Base Station (BS).
Input a security parameter k, BS will generate global parameters and master key.

b) Extract- Is executed at BS or Sensor node. Input string ID (public key ID) and used master key to generate
private key. The public key can be a combination of date or department or group name and unique string.

c) Encrypt — encrypt message using receiver ID and public parameters and finally

d) Decrypt — decrypt message using recipient’s private key.

1l. Fundamentals of IBE Algorithm
This section describes some basic mathematical properties which are useful to understand and our work
will only involve the key management technique without modifying any mathematical equations. Using
Bilinear pairing, & : G;*G;—~ G, in which G1 is a group on elliptic curve y?=x* + 1 over Fp with order g and G2
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is a group on finite field with the same order. Elliptic curve point P is a random number generator of G1. The
public system parameters are (g, G1, G2, e, n, P, Ppub, H1, H2) and are generated after the setup process.
During the extract process, H; which is a cryptographic hash function will hash the input identity to a point on
elliptic curve: QIDx = H,(IDx) and calculate the private key: dID = sQID where s is a master-key and is
based on random number integer.

In the encryption process, the message M is encrypted with the encryption function:

E(Ppub,A,M) = (rP,M @ H2(gA")) to produce cipher a ciphertext ¢ = (u,v). (A= receipient ID and u
and v are the ciphertext key and ciphertext message respectively). Decryption process will decrypt the cipher
text with the function: D (u, v, sQ(H,(4)) = v®H,(e(d,, u))

V. Conclusion

Performance enhancement in security implementation is achievable in many ways. Determining the
level of security needed for the intended applications should be the very first step. By looking into this issue
carefully, the user can determine the type of cryptography needed (symmetric or public key), the minimum
number of bits required to secure the applications, one time pad and other security features. As security level
increases linearly with memory and power consumption, the level of security should be agreeable to that which
is required in the intended applications. This work proposed a high-level security framework for applications
which deals with information such as crucial financial information, noncritical military communications,
medical data, and critical corporate information. This paper focuses on trusted key management scheme. New
IBE scheme has been proposed to minimize workload on the sensor node platform thus increasing its lifespan.
Security features have been enhanced by introducing trusted authentication mechanism in the IBE framework.
This mechanism ensures the integrity of the data received in the data centric environment. Future work will be
focused on implementation of IBE-trust framework and validating the framework using formal methods.

V. Results

Fig 3: Key Distribution
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Fig 6: Encrypted Data

Fig 8: Authentication Step
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Fig 10: Decrypted Data

ECC: ELLIPTIC CURVE CRPTOGRAPHY
RSA: RIVEST SHAMIR ADLEMAN

Fig 11: Transmission Time
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Fig 12: Energy Utilized

Comparison of RSA and ECC Algorithm

SL. NO | Algorithm | Energy Utilized (mj) | Transmission Time(ms)
1. RSA 359567.1291 32.9013
2. ECC 75826.3851 37.0043
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